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Chapter 1

Introduction
Imagine two people who want to communicate secrets with each other. They have
many options of how to proceed. They may decide to meet and talk to each other
or maybe buy a box with a lock, take a key each and pass messages to each other in
the box. Another option is for the two people to use a cryptosystem or encryption
scheme, which can be seen as a kind of box. The key is used to encrypt the message,
i.e., to put the message in the box, as well as to decrypt the message, to open up
the box. The encrypted message is a string of characters which should not make
any sense to anybody who does not have the key.
Cryptosystems can roughly be divided into two categories, namely symmetric cryptosystems and asymmetric or public-key cryptosystems. In a symmetric
cryptosystem the same key is used for both encryption and decryption, as in the
example above. This means that anybody with access to the key can encrypt a
message, and also decrypt any message encrypted with this key. A consequence
of this is that each pair of people or players who want to communicate in secret
must agree on a key. Not only must each player keep track of a lot of keys, but
also the process of exchanging keys becomes non-trivial. A public-key cryptosystem takes care of this drawback. Here each participant has two keys, a public one
and a private one. The public key is used for encryption and is thus distributed
freely, whereas the private key is used for decryption and kept secret as its name
indicates. Anybody can send a message to the player without first going through
the procedure of agreeing on a key.
Public-key encryption schemes can subsequently be divided into two categories,
deterministic and random. In a deterministic public-key cryptosystem, encrypting a
plain-text with a specific key always gives the same encryption, whereas in a random
public-key cryptosystem the encryption depends on the key and a random number
chosen by the encrypting party. Examples of such random encryption schemes are
RSA [RSA78], Paillier [Pai99], ElGamal [ElG85] and the McEliece cryptosystem
[McE78]. In this work we focus on the ElGamal cryptosystem.
There are several security objectives for an encryption scheme apart from the
1

2

Chapter 1. Introduction

obvious one: an encryption should not leak any information about the underlying plain-text. Different cryptosystems are resilient against different kinds of attacks. One interesting notion is that of malleability, which has been discussed in
[DDN91]. This is both a desirable and undesirable property. With a malleable
encryption scheme a player can change the underlying plain-text of an encryption
in a deterministic way, without having any knowledge of the plain-text. At the
same time, a malleable encryption scheme gives the possibility to build interesting
protocols which are based on manipulating encryptions. In this work we exploit
the malleability property of the ElGamal encryption scheme.

1.1

Threshold Systems and Multi-Party Computation

Cryptography is not only about sending arbitrary messages back and forth between
two distant players. Instead it may involve many players simultaneously and also
involve all aspects of secure or secretive interaction.
Consider a company in place of a player, and imagine that all e-mail to its employees is encrypted using the company’s public key. The storage of the company’s
private key is then a single point of attack, since we put all power and all trust in
one place (this is a short version of an example from [Cac01]).
To overcome this predicament, the trust, i.e., the key, is distributed. Distributed trust [Cac01] is a powerful paradigm that creates a trusted unit from untrusted
parts. In threshold cryptography this trust is spread among a large set of players,
each holding one piece of the key to the box, i.e., to the cryptosystem. To reconstruct the key, it is enough to hold over some threshold of the key shares. Another
benefit with a threshold scheme is that it is fault tolerant. The idea of threshold
cryptography was introduced in the papers [Des88, Des89].
The existence of threshold schemes is implied by secure multi-party computation.
To explain multi-party computation we give the following example. Imagine a
group of people who each have some information which they unwillingly want to
disclose, but still, as a group, they want to jointly compute some function based
on all of their secret inputs. This group could consist of unreliable, but technically
advanced, art collectors who participate in a sealed bid electronic auction for a
Picasso painting. The secret information each collector has is the price at which they
value the paining and the function they want to compute is the electronic auction.
Jointly computing a function on the players’ secret inputs is usually referred to as
multi-party computation.
One obvious solution is to involve an independent trusted party who collects
all the necessary information and computes the function. But in many cases there
is no trusted party, or no guarantee that a so called trusted party really is honest
and is not collaborating with any of the players. To prevent this, the players can
encrypt the bids before sending them to the trusted party. This means that the
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trusted party does not get information in a form from which it can deduce anything
useful. In order to be able to actually compute the function, the players may need
to submit some additional information to the trusted party, possibly giving the
trusted party more information than one would really want.
A better solution is for the players to jointly compute the function without
involving other parties. The players follow a protocol which specifies their actions
in every step.
Multi-party computation was introduced in [Yao82]. Goldreich, Micali and Wigderson [GMW87] gave a general solution to the multi-party computation problem,
presenting a protocol for computing any imaginable function (that is possible to
compute in reasonable time). The problem was subsequently studied in a number
of works, [BOGW88, CCD88, CFGN96, BOCG93, CDD+ 99, Can00] among others.
They discuss different kinds of adversarial behaviors and increase efficiency for different models. Due to the generality of the problem, many of the given solutions are
not very efficient. Therefore, given specific functions, there may be more efficient
solutions to the problem.
Whatever method we choose to compute the function, it is imperative that the
solution can be trusted in the way that is claimed. The only way to guarantee
this is to design the protocol in such a way that we can write down proofs ensuring
some kind of security. Today many protocols are published without complete proofs
of security, or even without proofs at all. We are left to trust our intuition or to
construct the proofs on our own. History has proven that trusting your intuition can
be dangerous. There are many examples of protocols in cryptographic literature
that at some point were believed secure, that later have turned out to be the
opposite.
We want the result of the protocol to really be an evaluation of the specified
function on the given data. This is usually referred to as completeness. Also, the
protocol should be sound :, the outcome should be a correct evaluation of the given
function even if some of the players in the group try to cheat. We want to guarantee
that the protocol does not disclose any information other than the apparent, i.e.,
the result of the protocol. This is usually referred to as zero-knowledge.
The proofs for the protocols are not necessarily absolute, that is, we can not always guarantee that some corrupt players never succeed in cheating. Instead we are
satisfied with showing that it is extremely unlikely that players can cheat without
detection. We quantify this unlikeliness in terms of a security parameter which we
call k. The cryptographic community accepts a proof in which the probability of
a failure is negligible, meaning that it approaches 0 faster than the inverse of any
polynomial poly(k) in the security parameter. Also, we cannot always guarantee
that a protocol does not leak any information at all, but we can quantify that it
leaks so little information that an adversary can not detect it. Moreover, the proofs
have to be based on an assumption that certain problems are difficult to solve; these
assumptions have not been proved, but are believed true.
When composing a protocol one must have these notions in mind to ensure that
it is possible to prove correctness of some sort for the protocol. All details must be
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filled in and specified. All this has been done for the general solution for multi-party
computation mentioned above.
Even though the general ideas and techniques for producing rigorous proofs are
well established, each protocol must be treated and considered individually and
the proofs designed for it specifically. This is at times tedious work, including
numerous changes to the protocol in order to be able to prove the desired traits of
the protocol. During protocol design, when the focus is on security and provability,
the efficiency suffers, but not to such an extent that it matches the inefficiency of
the general solution for multi-party computation.

1.2

Thesis Topics

The main focus of this thesis is to construct provably secure protocols and to write
down the proofs. We give proofs of completeness, soundness and zero-knowledge
for all protocols.
This thesis does not introduce any new techniques in protocol design, but combines known methods to build new protocols. All of the protocols we present here
build on manipulating cipher-texts. To this end, we use the malleability property
of the ElGamal encryption scheme. More specifically, we use the fact that it is
homomorphic. In 1993 Franklin and Haber [FH94] used the technique of manipulating cipher-texts to construct a secure multi-party computation method. Since
then several works have been based on this technique, e.g. [JJ00].
Most of the protocols presented in this thesis make use of the same trick to
avoid disclosing information when decrypting messages. This trick is to blind the
value which is going to be decrypted, and to blind it in such a way that the piece
of information relevant to the current problem is not destroyed. Blinding was first
proposed in [Cha83, Cha85, Cha88] in combination with digital signatures in order
to hide what is being signed from the signer. Blinding has also been used to hide
what is being decrypted from the player or players who are decrypting [GGJR00].
The first protocol we present, called EGO, is a fully verifiable two-party plaintext equality test, i.e., a comparison of the underlying plain-texts of two encryptions,
encrypted using different keys. This problem is described in [Sal90] and [BST01].
We assume that the encryptions are computed by a third party, and given to players
together with the claim that they are equal. Each player has one of the private
keys. In [BST01] a fully secure version of the two-party cipher-text comparison
problem is given. However, they assume that the players themselves compute the
cipher-texts. Also, the solution they present is not verifiable to observers. The
computational complexities of the two solutions are equivalent.
In a multi-party setting, both messages are encrypted with the same public key
and the involved players share the private key in a threshold fashion. We call this
the Multi-party Plain-text Equality Test, or the PET protocol for short. In [JJ00]
Jakobsson and Juels present a solution for general multi-party computation using
multi-party plain-text equality testing as a building block. They give an outline of
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the protocol in the paper. But, that outline lacks formal proofs. In order to be able
to construct satisfactory proofs, we needed to fill in all the details of the protocol.
Using the PET protocol sequentially makes it possible to construct an efficient
electronic auction which does not disclose the bids of the losing players in a highest
bid auction. We call this sequential use the SEQ protocol. It is also possible to
implement a second price auction using the SEQ protocol. Electronic auctions are
a case of multi-party computation, computing a very well defined function. In
Chapter 7.1 we give a short overview of the work done on electronic auctions.
All protocols in this thesis make use of one or two sub-protocols to prove correctness of published data. These sub-protocols are constructed to fit the setting of the
proofs of the protocols in which they are used. The basic ideas for the construction
of the sub-protocols were presented in [CP92, Oka92, Sch91].
It turns out that the difficult part of protocol construction lies in the proofs of
soundness and zero-knowledge.
In theory the notion of zero-knowledge is simple. All zero-knowledge proofs are
based on constructing a simulator which on public and adversarial input produces
output with probability distribution indistinguishable from the probability distribution of the output of a real run of the protocol. But, actually constructing the
protocol and the simulators giving all necessary probability distributions is a nontrivial and tiresome task. The main obstacle is showing the indistinguishability of
the probability distributions. This may be done by constructing additional simulators whose outputs define probability distributions lying between the two mentioned
above. In this manner we construct a chain of constant length of indistinguishable
probability distributions.
All proofs given in this thesis are in the random oracle model [BR93], where
players have oracle access to truly random function. In the corresponding real
setting the truly random function is replaced with hash functions (such as MD5).
The main benefit of the random oracle model is the possibility of proving the
security of efficient cryptographic protocols in an ideal setting. It has been believed
that a proof of security in the random oracle model means that a protocol does
not contain any structural flaws. But [CGH98] show that there exist protocols that
are secure in the random oracle model, and for which any implementation of the
random oracle leads to an insecure protocol, which is something we should have in
mind. Lacking better tools, we nevertheless use the random oracle model in this
thesis, since it asserts some kind of security.
As mentioned above, the PET protocol was outlined in [JJ00], though without
any formal proofs. A similar, but more complicated, formulation of the PET protocol is presented in [MSJ02]. Our work was done independently of and prior to
the work of [MSJ02]. Their paper contains proof sketches which, due to their more
complicated protocol, are more laborious than the ones we present.

6
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Organization of this Thesis

Chapters 2 and 3 serve as background to the thesis and provide definitions and
notations which are necessary for the problems addressed, together with a brief
review of the ElGamal cryptosystem and some of its properties. The notions are
standard, but formulated for our purposes. The chapters also present the setting
in which the protocols are intended to be used, and how we model players and
adversaries.
Chapter 4 provides protocols for two generic zero-knowledge proofs used for
proving correctness of data. They are used in the following chapters.
The following chapters present the EGO protocol (Chapter 5) for plain-text
comparison in a two-player setting, the PET protocol (Chapter 6) for plain-text
comparison in a multi-party setting, and the SEQ protocol (Chapter 6.5) which is
the sequential composition of the PET protocol. The auction protocol is presented
in Chapter 7.
Apart from the PET protocol, all protocols are entirely new constructions. The
protocols are given in detail and are presented with full proofs for completeness,
soundness and zero-knowledge.

Chapter 2

Preliminaries
Here we present some notations and some formal definitions used throughout the
thesis.

2.1

Notation

- For a set A let |A| denote its size.
- For integer n, let |n|2 be the length of the binary representation of n.
- Let logg (h) be the discrete logarithm of h in the base g, i.e., the number x
such that g x = h mod p, where p is defined by the group we are working in.
- Let d ∈R G be a variable d that is randomly chosen and uniformly chosen
from a group G.
- Let Gq denote a group of size q.
- For values d, g ∈ Gq , d/g is equivalent to writing dg −1 , where g −1 is the
multiplicative inverse of g.
- Let V1 ||V2 denote the concatenation of strings V1 and V2 .

2.2

Basic Definitions

First we define the notion of a negligible function, which is a function approaching
0 faster than the inverse of any polynomial poly(k) in the security parameter.
Definition 2.1. A function f (k) > 0 is negligible if, for every polynomial poly(k) >
0, ∃k0 > 0 such that ∀k > k0 , f (k) < 1/poly(k).
7
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A problem that is considered easy to solve is such that the amount of computational power needed to solve the problem grows polynomially in some security
parameter k. A hard, difficult or intractable problem, can not be computed by any
circuit of polynomial size in the same security parameter.
The focus of this work is showing security for protocols based on the discretelogarithm problem, i.e., given a value y find the value x such that g x = y. For this
purpose we define a discrete-log instance. This definition is an altered version of
the definition found in [Jar01].
Definition 2.2. A discrete-log instance with security parameter k is a triple of the
form (p, q, g)k , where p and q are primes such that q divides p − 1, |q|2 = k, and
|p|2 ≤ poly(k). The value g is a generator of the multiplicative subgroup Z∗p of
order q.
For all discrete-logarithm instances we use from now on, we assume that p =
2q + 1 and that Gq is the subgroup of quadratic residues of Z∗p . The discretelogarithm problem is believed to be intractable in such Gq . [Jar01] presents a multiparty threshold protocol for jointly computing this kind of discrete-log instances.
(A prime p such that p = 2q + 1, for a prime q, is called a Sophie Germain prime.
It is not known if there are infinitely many such primes, but it is strongly believed
to be the case. This does not affect our results.)
All modular calculations are implicit from now on, i.e., 0 mod p’ is omitted
when computing exponentiations and discrete logarithms and ’ mod q’ is omitted
when performing computation on exponents.

2.3

The Decisional Diffie-Hellman Assumption

The decisional Diffie-Hellman (DDH) assumption is frequently used in literature on
cryptography, here likewise. We use the definition suggested in the survey [Bon98]
and define the non-uniform DDH assumption.
Definition 2.3. A DDH algorithm B is an algorithm running in probabilistic
polynomial time satisfying, for some polynomial poly(k) and discrete-log instance
(p, q, g)k


Pr B(g, g a , g b , g ab , p, q, aux) = “true” −


1
,
(2.1)
Pr B(g, g a , g b , g c , p, q, aux) = “true” >
poly(k)
where aux is non-uniform auxiliary input. The probability is over the random
choice of the discrete-log instance, the values a, b, c, and over the random bits of B.
Note that standard non-uniformity is in terms of polynomial circuits. This is replaced by aux, that might encode any circuit.
The decisional Diffie-Hellman assumption is that B does not exist for a discretelog instance (p, q, g)k with p = 2q + 1 [Bon98].

2.6. Indistinguishability
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A triple (g a , g b , g c ) is in the set ∆DDH if a, b ∈R Zq and c = ab. If a, b, c ∈R Zq
then we write that (g a , g b , g c ) ∈ ∆rand .

2.4

The Computational Diffie-Hellman Assumption

The computational Diffie-Hellman problem for a discrete-log instance (p, q, g)k is
the following: given the generator g and the group elements g a and g b find g ab .
The computational Diffie-Hellman assumption is that solving this problem is hard
in the group Gq as defined by the discrete-log instance.
The DDH assumption implies the computational Diffie-Hellman assumption.

2.5

Generating New Independent Triples

We have a triple (g a , g b , g c ) where either c = ab or c 6= ab and we intend to generate
a set of new triples. We require that these new triples are all independent and
random, and that they are of the same sort as (g a , g b , g c ), i.e., (g a , g b , g c ) ∈ ∆DDH
then each new triple is in ∆DDH and if (g a , g b , g c ) ∈
/ ∆DDH then all new triples
are not in ∆DDH .
To compute a new triple (g u , g v , g w ), select three values r1 , r2 and r3 randomly
and independently from Zq . The new triple is then
(g u , g v , g w ) =
(g a g r1 , (g b )r2 g r3 , (g c )r2 (g a )r2 (g b )r1 r2 g r1 r3 ) =
(g a+r1 , g br2 +r3 , g cr2 +br1 r2 +r1 r3 ).

(2.2)

We note that w = uv + (c − ab)r2 . If the original tuple is in ∆DDH , then c − ab = 0.
This gives w = uv, where u, v are random and independent of a and b. This is
clearly seen by fixing r2 . Random choices of r1 and r3 give all possible values for u
and v.
If instead the original triple is not in ∆DDH , then we can compute each possible
triple (g u , g v , g w ) in exactly one way; r1 = u − a, r2 = (w − uv)/(c − ab), and
r3 = v − br2 . This implies that (g u , g v , g w ) is random.
Computing several new random and independent triples means selecting new
random and independent values r1 , r2 , r3 ∈R Zq for each additional triple.

2.6

Indistinguishability

Intuitively, two objects are considered indistinguishable when it is infeasible to distinguish between them in any efficient way. This is a central notion in cryptography,
first introduced in [GM84]. There are several different flavors of indistinguishability
depending on the limitations set upon the distinguishing algorithm. They are nicely
formulated in [GMR89], but here we state them reformulated for our purposes.

10
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Let a family of probability distributions be defined as U = {Uk }k∈{0,1}∗ , where
Uk is a probability distribution whose random variable ranges over strings of length
k. Two families of probability distributions are obviously indistinguishable if the
families are equal. If instead their statistical difference is negligible for all sufficiently
large indices, then we say that they are statistically indistinguishable.
Definition 2.4. Two families of probability distributions U and V are statistically
indistinguishable if
X
|Pr[Uk = α] − Pr[Vk = α]| is negligible as a function of k,
(2.3)
α

the sum taken over all possible outputs α.
Two probability distributions are considered computationally indistinguishable if
no efficient algorithm can tell them apart.
Definition 2.5. Let U and V be two families of probability distributions. We
say that Uk and Vk are computationally indistinguishable if, for all polynomial
algorithms B
|Pr[B(uk ) = 1] − Pr[B(vk ) = 1]| is negligible as a function of k,

(2.4)

the probability taken over random samples uk and vk of Uk and Vk .
s

When U and V are statistically indistinguishable we write U ≈ V , and when
c
they are computationally indistinguishable we write U ≈ V .

2.7

Commitments

A commitment is a way of making a player bind himself to a value, while keeping
the value secret. This commitment can later be opened, and the value revealed, or
the commitment can be used in itself to prove that the value to which our player
committed was actually used. We make use of the latter construction.
More specifically, we use Pedersen commitments, which is a commitment scheme
described in [Ped91]. The scheme works in the group Gq defined by a discrete-log
instance (p, q, g).
Committing to a value z ∈ Zq is done by computing C = g z hr , where h is a
random generator in Gq and r ∈R Zq . This commitment scheme protects z in an
information theoretic sense. For any z and random r, C is uniformly distributed in
Gq . We say that a pair (z, r) gives C if g z hr = C.
Assuming that the discrete logarithm problem is difficult in Gq , a polynomially
limited player can not compute logg (h) efficiently. This implies that the players can
not efficiently compute several different pairs (z, r) giving C, which in turn implies
that the player can not open a published commitment in two different ways.
There exist multi-party threshold protocols for computing a random generator
h in a multi-party setting, on input k and a discrete-log instance. Jarecki [Jar01]
presents one such protocol.

2.8. The ElGamal Encryption Scheme
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The ElGamal Encryption Scheme

ElGamal is a public key encryption scheme [ElG85] in the subgroup Gq defined
by a discrete log instance (p, q, g). We recall that the private key x, used for
decryption, is a randomly chosen element from Zq . The public key, y = g x , is
used for encryption. Plain-texts can be chosen from Zp . Plain-texts not in Gq
can be mapped onto Gq through multiplication by a predetermined non-residue.
Encrypting a plain-text message m means choosing a blinding value R ∈R Zq and
computing the pair (α, β) = (my R , g R ). Decrypting is done by computing α/β x .
The encryption scheme is malleable, i.e., given an encryption E(m) of a message m,
it is possible to compute a random encryption of a function of m without knowing
m.
The malleability property in an encryption scheme is generally an area of concern
in protocol design. Unless the protocol is carefully designed, malleability gives an
adversary the possibility of producing correct encryptions that are functions of
other encrypted values. This implies that the adversary may be able to bias the
output.
On the other hand, malleability can be considered a good feature. It can be used
in protocols to compute functions of the encrypted plain-texts without the need to
decrypt. The protocols we present exploit the malleability property of ElGamal in
order to compute random exponentiation of encrypted plain-texts.
In order to compute a random re-encryption of an arbitrary encryption E(m) =
(my R , g R ), select R0 ∈R Zq and compute a new encryption of m as E 0 (m) =
0
0
0
0
(my R y R , g R g R ) = (my R+R , g R+R ). This is still an encryption of m.
Also note that ElGamal encryption is homomorphic, that is,
m1
E(m1 )
= E(
).
E(m2 )
m2

(2.5)

Breaking the security of ElGamal, that is recovering a message m given an encryption, is equivalent to solving the computational Diffie-Hellman problem. Given
y, g, α, β, p, extracting m, is equivalent to computing the value g xR from g x and
gR.
If only one player is involved then it is apparent that this lone player should
have access to the private key. When n > 1 players are involved then the way of
distributing the private key among the players decides the level of security. One
may want to protect the key and the availability of the key. Giving a copy of x
to each player implies that each player is trusted and can decrypt messages on his
own. This also means that it is enough for an adversary to corrupt a single player
to get hold of the private key.
To spread the trust and risk, the private key is “divided” into shares (one per
player), such that a group of t or fewer players has no information about the private
key and can not decrypt a cipher-text, whereas a group of size > t can extract the
private key. This implies that an adversary must corrupt > t players to get the key.
This is what we call a (t, n)-threshold system.

12
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Distributing x with t = n − 1, meaning that all players’ shares are needed, is
not robust since a single player can disrupt the decryption process. We also want
to prevent an adversary from disrupting decryption, which means that at least t + 1
players must remain honest. Thus letting an adversary corrupt up to a minority,
t < b(n − 1)/2c, the threshold system withstands attacks from groups.
We use Shamir’s idea [Sha79] to distribute the private key. A polynomial f
unknown to the players and of degree t hides the private key as f (0) = x. The
private share of player Pi is xi = f (i). With t + 1 private shares it is possible to
reconstruct the polynomial and the private key. Jarecki [Jar01] suggests a protocol
for jointly constructing and sharing ElGamal keys. The protocol reveals y, the
public key and the public shares {yi = g xi : i = 1, . . . , n} in the process.
Using distributed keys affects only the decryption. The Lagrange interpolation
formula can be used to reconstruct the private key:
X
λi xi ,
(2.6)
x = f (0) =
Pi ∈T

where T is a set of t + 1 players whose private shares we know, and λi are the
Lagrange coefficients computed as
Q
Pj ∈Ti j
,
(2.7)
λi = Q
Pj ∈Ti (j − i)
where Ti = T − {i}.
A set T of t + 1 players can decrypt (α, β) without revealing their shares. If
each player Pi ∈ T publishes β xi (and proves its correctness) then each player can
compute
P
Y
(β xi )λi ,
(2.8)
β x = β Pi ∈T λi xi =
Pi ∈T

and the decryption α/β x on his own without learning the private shares.
Also, given a set T of t + 1 players Pi and their β xi values, we can compute β xj
for each Pj ∈
/ T as follows.
Let T1 be the set t + 1 players for which we know β xi . Define the set T2 by
(1)
/ T1 . Let λi be the Lagrange
taking T1 and replacing player Pk ∈ T1 by player Pl ∈
(2)
coefficient for player Pi when in set T1 . Let λi be the Lagrange coefficient for
x
player Pi when in set T2 . We can compute β in two different ways using the two
sets T1 and T2 as
Y
(1)
β xi λi
βx =
Pi ∈T1

and
βx =

Y
Pj ∈T2

(2)

β xj λj .
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(2)

Using two above equations we can compute β xl λl as
Q
(1)
(1)
Y
β xi λi
(2)
(1)
β λi xi
xk λk
=
β
(
) .
β xl λl = Q Pi ∈T1
(2)
(2)
xj λj
λi
β
β
P
∈T
∩T
i
1
2
Pj ∈T2 \Pl
This gives
β

xl

= (β

(1)

xk λk

Y
Pi ∈T1 ∩T2

(1)

(

β λi
β

(2)
λi

(2)

)xi )−λl ,

(2.9)

/ T1 .
which can be done for all Pl ∈
We can also do Lagrange interpolation to compute g f (i) , player Pi ’s public key
share.
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The General Setting
An interactive protocol is a set of communication rounds between a number of participants, which we call players, that are supposed to follow some well-defined rules.
In literature two-party protocols are usually presented with the two following participants: the prover and the verifier. The purpose is for the prover to convince the
verifier of the validity of some statement. The protocol generally consists of letting
the prover answer some “hard questions”, something he must do convincingly in order for the verifier to be convinced. The protocol should allow the verifier to always
accept a correct statement when interacting with a honest prover (completeness)
and to reject an incorrect statement with at least non-negligible probability when
interacting with an arbitrary prover (soundness).
The protocols we present in the following chapters are run by two or more
players. We model the players by probabilistic Turing Machines with an internal
random string, an auxiliary input, and running in time polynomial in the security
parameter k and input length.
Generally in the definitions of interactive protocols such as that presented in
[Gol02], the verifier is polynomially bounded whereas the prover is unbounded. In
our protocols though, regardless of the number of participants, each verifier doubles
as a prover and vice versa, which forces us to put a polynomial computational
restriction on the prover.
A proof where a prover asserts knowledge of some fact is usually referred to as
a proof of knowledge. This inevitably leads to the question of what knowledge is for
a Turing Machine. We choose not to discuss this here and instead refer to [Gol01]
for a thorough discussion on this topic. The intuition of a zero-knowledge proof of
knowledge is that it is a protocol in which the probability that the verifier outputs
1 (is convinced) is inversely proportional to the difficulty of extracting the secret of
the prover, when using the prover as a sub-routine.

15

16

3.1

Chapter 3. The General Setting

Communication

All players are connected to a bulletin board on which they can publish messages
and read what others have published. A bulletin board can be seen as a public
broadcast channel with a memory. All broadcast information is public and can
be seen even by observers. Players can only append information, not erase from
the bulletin board. Also, the bulletin board is authenticated, i.e., a player can
not publish messages in any other player’s name. Eavesdroppers can read but not
write on the bulletin board. We refer to eavesdroppers as observers, since they
eavesdrop legitimately. Apart from the bulletin board, the players have no means
of communication with each other.
The communication in all of the following protocols proceeds in synchronized
rounds. There is no synchronization within a round and we can assume that corrupt
players publish last. The current round ends after a fixed time bound or when all
players have published an answer. If a player fails to publish during a round, then
it is not possible for him to publish later.

3.2

Modeling Faulty Players

Players may be faulty, that is they either willingly or by mistake publish erroneous
messages. We assume the worst case, i.e., that we have a set collaborating players
trying to cheat. We model this scenario by an additional Turing Machine A with
a uniformly distributed random string ranA and with access to some auxiliary
input auxA . We refer to A as the adversary. The adversary corrupts players and
controls their actions. When corrupted by A, a player reveals all its internal data
to A: its random string, auxiliary input, and possible secret inputs. We assume
that the adversary is static, i.e, it corrupts players before the start of the protocol.
A’s decision whether to corrupt a player or not does not depend on information
published by the players. A corrupted player stays corrupted.
When we have a group of n players sharing ElGamal keys in a threshold manner,
we want to be able to tolerate up to any minority of faulty players. Therefore
we allow A to corrupt up to t = b(n − 1)/2c players. Non-corrupt players are
assumed honest; they are in majority and can proceed without the corrupt players
if necessary.
Henceforth let A denote the set of players that are corrupted by adversary A.
Let H be the set of remaining players assumed honest. Let ranH be the set of all
the random strings of the honest players.

3.3

Zero-Knowledge

The notion of zero-knowledge was introduced by [GMR89]. Roughly speaking, when
we say that a protocol is zero-knowledge we want to capture the fact that a player or
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a coalition of players get no additional information by running the protocol, other
than the protocol’s output.
The intuition when showing that a protocol is zero-knowledge is to show that
everything an adversary can feasibly compute from running a zero-knowledge protocol is also feasible to compute from the input and the result, i.e., without interacting with the honest players. This is supposed to be true independent of strategy
of the adversary.
This gave rise to the simulation paradigm [GMR89]. To prove zero-knowledge we
construct a simulator, a probabilistic polynomial time Turing Machine, simulating
the actions of the honest players running P on the same input as A has access to,
both public and private.
We can define the the simulator’s output to be the set of values produced by the
simulator. This is called the simulated view. The values A sees when running P
with the honest players we call the adversarial view. If the probability distribution
of these two views is computationally indistinguishable then A learns nothing from
running P , since it could compute the same information on his own. As more
formally stated by [Gol01]:
Definition 3.1. Let P (H, A, x, z) be the probability distribution of the output
from the interactive protocol P run by H and A on input x and auxiliary input z.
We say that P is zero-knowledge if for every A there exists a probabilistic Turing
Machine S using x, z as input and generating output with the probability distribution S(x, z) (statistically, computationally) indistinguishable from P (H, A, x, z).
This definition requires us to build one simulator for each adversary in order
to show zero-knowledge. Instead we strengthen the definition of zero-knowledge by
constructing a universal simulator that get access to the program of the adversary.
The simulators’ algorithm should be a function of the adversarial program so that
we can plug in any adversarial program and let the simulator make use of the
adversary as a black-box. This is sometimes referred to as black-box simulation; it
was introduced in [GK96].
If a protocol asserting knowledge is a zero-knowledge protocol, the resulting
protocol is referred to as a zero-knowledge proof of knowledge. These are often
used to force adversarial players to behave according to a protocol, by requiring
parties to provide zero-knowledge proofs of correctness of their secret-based actions,
without revealing these secrets.

3.4

Modeling Hash-functions

We use the random oracle model. This method, suggested by [BR93], uses an ideal
random oracle in the place of a hash-function. The random oracle always outputs
a truly random value to each question.
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We use the oracle to produce a random challenge when proving the correctness
of published output. The oracle’s output will therefore be referred to as the oracle
challenge.
The random oracle can be modeled as a Turing Machine with access to a long
list. Each question identifies a position in the list. Each time an oracle question
is asked, the Turing Machine looks at this position and sees if there is an entry at
this position. If there is, this is the oracle answer. If the entry is empty, the oracle
tosses a coin k times and registers the answer in the position in the list and outputs
this answer. We assume that asking a question to the oracle and getting an answer
takes constant time.

Chapter 4

The Generic Sub-Protocols
This chapter describes two generic protocols, DLOG and COM. They are used, with
different inputs, as sub-protocols of protocols presented in the subsequent chapters.
We prove security, i.e., completeness, soundness, and zero-knowledge of DLOG
and COM. The proofs are secure in the random oracle model [BR93]. Since the
protocols are zero-knowledge proofs of knowledge, we occasionally refer to them as
“proofs” rather than “protocols”.
The DLOG protocol allows a prover to prove the existence and knowledge of
an element x ∈ Zq satisfying y1 = g x and y2 = hx , where g and h are publicly
known generators of Gq , but where logg (h) is unknown, and the values y1 and y2
are public. This kind of protocol is due to Chaum and Pedersen [CP92]. These are
similar to the protocol Schnorr presented in [Sch91] that allows a prover to prove
to another player that she knows the discrete logarithm (ex. x such that g x = y,
where y is public).
The COM protocol lets a prover prove that D = dz , where z ∈R Zq is private
and D, d are public values, and convince the verifier that z is the value to which the
prover committed earlier. The commitment is a Pedersen commitment, C = g z hr ,
where g and h are random generators for which logg (h) is unknown, and r ∈R Zq is
private. This protocol is similar to the DLOG protocol and to Okamoto’s protocol
from [Oka92]. The Okamoto protocol is used when a prover commits to the value
z by publishing C = g z hr , and publishes the value G = g z . The prover is then
able to convince the verifier that logg (G) = logg (C/hr ) using a random oracle. The
COM protocol never reveals G.
The normal setting for a proof of knowledge, such as DLOG and COM, is with
two players, a prover claiming knowledge, and a verifier verifying the fact. We use
these protocols in a multi-party setting in which each player acts as both a prover
and verifier, having different roles for different statements.
Many protocols published today prefer to give proofs of knowledge as noninteractive proofs of knowledge using the Fiat-Shamir heuristic [FS87]. The heuristic is to replace the query from the verifier to the prover by an output from a
19
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random oracle. The prover evaluates the random oracle in a position depending
on his previous output. This is stated in a two-party setting, with a prover and a
verifier. The number of communication rounds is reduced by a constant factor.
In our protocols, if we had a verifier that we could guarantee was honest, we
could let him produce random output when needed. Unfortunately, we do not have
any such guarantees. Provers double as verifiers and vice versa and can not be
considered honest. To come around this we follow the Fiat-Shamir heuristic and
let the provers, i.e., all the players, contribute to the query to the random oracle.
In this way we get a query to the random oracle that is sufficiently random as long
as at least one player is honest.

4.1

The DLOG Protocol

The goal of the DLOG protocol is for each player Pi to convince all other n participating players that the given tuple (g, g ai , g bi , g ci ) ∈ ∆DDH . Reformulated, given a
0
tuple (g, g ai , g bi , g bi ai ), a random oracle O, and the value ai , Pi shows that ai = a0i ,
revealing neither ai nor a0i . We assume that a majority of the verifiers are honest.
The technique is to let Pi compute an answer wi to a challenge vi from the random oracle O. This challenge is obtained by letting Pi ask O a question consisting
of a concatenation of some data published by player Pi (values Ui and Qi ) and of
one random input bj of length k from each participating player. This construction
prevents Pi from asking this question earlier, except with negligible probability. To
prevent players from asking each others’ questions, they include a random string to
the input to the oracle, thus diversifying the question to the oracle. This random
input is revealed after all players have asked their oracle question. The values Ui
and Qi are used to avoid revealing ai when wi is published. The full protocol is
presented in Figure 4.1. To capture the fact that the values ai and bi are not known
in the public input to DLOG, we write the tuple as (g, Ai , Bi , Ci ). All communication is via the bulletin board. The output of DLOG consists of the set MDLOG of
complaints filed by the verifying players. If MDLOG = ∅, we say that DLOG accepts,
i.e., outputs ACC.

4.1.1

The Completeness of DLOG

Lemma 4.1. If wi = si + vi ai , Ci = Biai , and Qi = Bisi , then Pi ’s proof is always
accepted on input (g, Ai , Bi , Ci ).
Proof. With wi = si + vi ai , (4.1) is always true by definition. Equation 4.2 is
always true when Qi = Bisi and Ci = Biai . Therefore a correct proof will always be
accepted.

4.1. The DLOG Protocol
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Public input: (p, q, g)k , (g, Ai , Bi , Ci ) for i = 1, . . . , n
Pi ’s private input: ai = logg (Ai )
DLOG’s output: The set MDLOG = {Fj,i } for j, i = 1, . . . , n, j 6= i.
1. Each player Pi selects si ∈R Zq , computes and publishes
Ui = g si and Qi = (Bi )si .
2. Each player Pi selects and publishes di ∈R {0, 1}k
3. Each player Pi does the following:
4.

• Selects ei ∈ {0, 1}k .
• Computes vi = O(ei d1 . . . dn Ui Qi i).
• Computes wi = si + vi ai .
• Publishes wi and ei .

5. Each player Pj checks the values published by all other players Pi by
checking the validity of
g wi = Ui Avi i

(4.1)

Biwi = Qi Civi .

(4.2)

and

If Pj ’s check of Pi ’s proof fails, Pj publishes a complaint Fj,i .
Figure 4.1. The DLOG protocol

22

4.1.2

Chapter 4. The Generic Sub-Protocols

The Soundness of DLOG

Lemma 4.2. The probability is negligible that the DLOG protocol outputs ACC
when (g, Ai , Bi , Ci ) ∈ ∆rand .
0

s0

Proof. We have (g, Ai , Bi , Ci ) = (g, g ai , g bi , g bi ai ). If ai 6= a0i and Qi = Bi i , and
s0i = si , where si is defined by Ui , no value wi can satisfy both (4.1) and (4.2).
Therefore we assume that s0i 6= si . We also assume that wi is such that (4.1)
is true, i.e., wi = si + vi ai . To make (4.2) hold too, Pi must find vi such that
wi = s0i + vi a0i , since the values si , s0i and a0i already are fixed at this point in the
protocol. This can only be done by asking different oracle questions, i.e., trying
different values for ei .
At best the probability of acceptance of DLOG for player Pi is p(k)/q when
a0i 6= ai , where p(k) is the polynomial number of different oracle questions (choices
of ei ) Pi (or A) can try out before deciding upon one.

4.1.3

The Zero-knowledge of DLOG

In order to show zero-knowledge of DLOG, we define the simulator SIMDLOG,i running the DLOG protocol on behalf of Pi , without access to Pi ’s private input. The
simulator SIMDLOG runs the simulators SIMDLOG,i for all players. These protocols
are shown in Figure 4.3 and Figure 4.2. The public input to SIMDLOG consists of a
tuple (g ai , g bi , g ci ) = (Ai , Bi , Ci ) and a random oracle.
Let VDLOG be the random variable that is defined by the adversarial view of an
execution of DLOG, and let DDLOG be the probability distribution of VDLOG . Let
VSIMDLOG be the random variable defined by the output of SIMDLOG and let DSIMDLOG
be the probability distribution of VSIMDLOG . The probability in both DSIMDLOG and
DDLOG is taken over ranA , ranH , O, and the input. To prove zero-knowledge we
show that SIMDLOG produces an output in polynomial time and that DDLOG is
statistically indistinguishable from DSIMDLOG .
Lemma 4.3. SIMDLOG runs in time polynomial in the security parameter k.
Proof. SIMDLOG contains no loops, and each of the constant number of steps takes
at most polynomial time to complete.
Lemma 4.4. The probability is negligible that VSIMDLOG contains an ERR-message.
Proof. ERR-messages can only be published in SIMDLOG , and only when the oracle
is asked a question that has been asked earlier. In the worst case only the value ei
in player Pi ’s question to the oracle can be trusted to be random and independent.
Therefore the probability is ≤ p(k)/2k that a specific question has been asked at
any stage, where p(k) is the polynomial number of questions all players can ask.
As p is polynomial the lemma follows.
s

Lemma 4.5. DSIMDLOG ≈DDLOG
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Public input: (p, q, g)k , (g, Ai , Bi , Ci )
1. For player Pi select wi , vi ∈R Zq and compute and publish
Ui =

g wi
Biwi
,
and
Q
=
.
i
Avi i
Civi

2. For player Pi select and publish di ∈R {0, 1}k .
3. For player Pi select and publish ei ∈R {0, 1}k .
• If O(ei d1 , . . . , dn Ui Qi i) is unasked let O(ei d1 , . . . , dn Ui Qi i) = vi and
publish wi and ei .
• If the question O(ei d1 , . . . , dn Ui Qi i) has been asked earlier publish
ERR.
Figure 4.2. The protocol for SIMDLOG,i

Public input: (p, q, g)k , (g, Ai , Bi , Ci ) for i = 1, . . . , n.
A’s private input: ai for all corrupt Pi
SIMDLOG ’s output: VSIMDLOG
1. For each player Pi ∈ H run SIMDLOG,i synchronized and interact with A
when necessary.
2. If an ERR message has been published let VSIMDLOG = ERR, otherwise let
VSIMDLOG = {Ui , Qi , di , ei , wi , vi : i = 1, . . . n}.
Figure 4.3. The protocol for SIMDLOG
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Proof. Both SIMDLOG and DDLOG output the variables Ui , Qi , vi , and wi . The
values vi and wi are random and independent values. Together with values Ui and
Qi they satisfy equations 4.1 and 4.2.
Let N OC be the event that there are no oracle collisions in SIMDLOG . Let OC
be the event that there are oracle collisions in SIMDLOG . The two events N OC and
OC are exclusive:
Pr[VSIMDLOG = α] =

Pr[VSIMDLOG = α|N OC]Pr[N OC] +
Pr[VSIMDLOG = α|OC]Pr[OC],

(4.3)

where α is a view. The same is valid for Pr[VDLOG = α]. Statistical indistinguishability be expressed as
X
|(Pr[VSIMDLOG = α|N OC] − Pr[VDLOG = α|N OC])| +
Pr[N OC]
α

Pr[OC]

X

|(Pr[VSIMDLOG = α|OC] − Pr[VDLOG = α|OC])| <

α

1
.
p(k)

(4.4)

The probability is taken over ranA , ranH , the input, and the random oracle O. We
call this ran. Let ranN OC be the set of all ran that do not give rise to an oracle
collision in SIMDLOG . Let ranOC be the set of all ran that do give rise to an oracle
collision in SIMDLOG .
In both cases vi , wi are random and independent numbers and Ui and Qi satisfy
(4.1) and (4.2). This means that
|(Pr[VSIMDLOG = α|N OC] − Pr[VDLOG = α|N OC])| = 0,

(4.5)

for all possible views α that ran can produce, that do not contain any oracle
collisions. The second sum in (4.4) leaves us with
X
|(Pr[VSIMDLOG = α|OC] − Pr[VDLOG = α|OC])| ≤ 2Pr[OC].
(4.6)
Pr[OC]
α

For a fixed ran, i.e., for a fixed view, the probability is ≤ p(k)/2k that we get
an oracle collision (see Lemma 4.4). The probability is ≤ |H||A|p2 (k)/2k that
SIMDLOG asks a question on behalf of the honest players that already has been
asked. Since this fraction is negligible, we conclude that Pr[OC] is negligible, giving
s
DSIMDLOG ≈DDLOG .
Lemma 4.6. Running SIMDLOG on input (g a , g b , g c ) ∈ ∆rand gives output whose
0
, is computationally indistinguishable from that
probability distribution, DSIM
DLOG
of a real run of DLOG.
0
is computationally distinguishable from DSIMDLOG , then we can
Proof. If DSIM
DLOG
use A to solve the decisional Diffie-Hellman assumption in polynomial time, and
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s

0
. From Lemma 4.5 we have that DSIMDLOG ≈ DDLOG, which
hence DSIMDLOG ≈ DSIM
DLOG
c

c

0
≈ DDLOG .
implies DSIMDLOG ≈ DDLOG. On this basis we conclude that DSIM
DLOG

4.2

The COM Protocol

The goal of the COM protocol is for each player Pi to convince the others that
he actually used the value zi to which he committed earlier, using a Pedersen
0
commitment to compute di . More specifically, given Ci and di (= dzi ), each Pi
shows that he knows a pair (zi , ri ) giving Ci such that zi = zi0 , without revealing
(zi , ri ). This is done by computing wi and w̄i in response to an oracle challenge vi .
The value wi is also used to prove that Pi knows zi0 , thus also showing that zi = zi0 .
The COM protocol is shown in Figure 4.4. The values Ui and Qi are published
to avoid revealing zi and ri . Note that the value si is uniquely defined by Ui , the
value ti by Qi and the value zi0 by di .
The output of COM is the set MCOM that is the set of all published complaints.

4.2.1

The Completeness of COM

Lemma 4.7. If (zi , ri ) gives Ci , (si , ti ) gives Qi , wi = si + zi vi , and w̄i = ti + ri vi
then Pi ’s proof is always accepted on input d, Ci , and di = dzi , when all players
are honest.
Proof. With wi = si + zi vi , (4.7) will always be true. Let w̄i = ti + ri vi . Then (4.8)
will always be true when (si , ti ) give Qi and (zi , ri ) give Ci . Therefore a correct
proof will always be accepted.

4.2.2

The Zero-knowledge of COM

To show zero-knowledge for COM, we build a simulator SIMCOM,i (Figure 4.5) running the COM protocol on behalf of player Pi , without access to Pi ’s private input
(zi , ri ). Let SIMCOM (Figure 4.6) be the simulator using SIMCOM,i for all Pi ∈ H
to simulate the actions of the honest players running the COM protocol interacting
with A.
Let VCOM be the random variable defined by the adversarial view of an execution
of COM, and let DCOM be the probability distribution of VCOM . Let VSIMCOM be the
random variable defined by the output of SIMCOM and let DSIMCOM be the probability distribution of VSIMCOM . The probability in both DSIMCOM and DCOM is taken over
ranA , ranH , O, d, di , and Ci . To prove zero-knowledge we show that SIMCOM produces an output in polynomial time and that DCOM is statistically indistinguishable
from DSIMCOM .
Lemma 4.8. SIMCOM runs in time polynomial in the security parameter k.
Proof. SIMCOM contains no loops, and each of the constant number of steps takes
at most polynomial time to complete.
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Public input: (p, q, g)k , h, d, di , Pedersen commitments Ci for i = 1, . . . , n.
Pi ’s private input: zi , ri
COM’s output: MCOM
1. Each player Pi selects si , ti ∈R Zq , computes and publishes
Ui = dsi and Qi = g si hti .
2. Each player Pi selects and publishes bi ∈R {0, 1}k .
3. Each player Pi does the following:
(a) Selects ci ∈R {0, 1}k .
(b) Computes vi = O(ci b1 . . . bn Ui Qi i).
(c) Computes wi = si + vi zi and w̄i = ti + vi ri .
(d) Publishes (wi , w̄i , ci ).
4. Each player Pj checks the values published by all other players Pi by
checking the validity of
dwi = Ui dvi i

(4.7)

g wi hw̄i = Qi (Ci )vi .

(4.8)

and

If Pj ’s check of Pi ’s proof fails then Pj publishes a complaint Fj,i . Let
MCOM be the set of all published complaints.
Figure 4.4. The COM protocol
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Public input: (p, q, g)k , h, d, di and Pedersen commitment Ci .
For player Pi do the following:
1. Select wi , w̄i , vi ∈R Zq and compute and publish
Qi =

g wi hw̄i
dwi
and
U
=
.
i
Civi
dvi i

2. Select and publish bi ∈R {0, 1}k .
3. Select ci ∈R {0, 1}k .
• If O(ci b1 . . . bn Ui Qi i) is unasked then let O(ci b1 . . . bn Ui Qi i) = vi
and publish wi , w̄i , ci .
• If the question O(ci b1 . . . bn Ui Qi i) has been asked earlier then publish ERR.
Figure 4.5. The protocol for SIMCOM,i

Public input: (p, q, g)k , h, d, Pedersen commitments Ci and values di for
i = 1, . . . , n.
SIMCOM ’s output: VSIMCOM .
1. For each player Pi ∈ H run SIMCOM,i synchronized and interact with A
when needed.
2. If no ERR message has been published then let VSIMCOM
{Ui , Qi , bi , wi , w̄i , vi , ci : i = 1 . . . n}, otherwise let VSIMCOM = ERR.
Figure 4.6. The protocol for SIMCOM

=
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Lemma 4.9. The probability is negligible that VSIMCOM contains the message ERR.
Proof. ERR-messages can only be published in SIMCOM,i , and only when the oracle
is asked a question that has been asked earlier. Only the honest players contribution
to the oracle question can be trusted to be random. We refer to the proof of Lemma
4.4, which analyses an identical case and computes the probability.
s

Lemma 4.10. DSIMCOM ≈DCOM
Proof. Both SIMCOM and DCOM output the variables Ui , Qi , vi , wi , and w̄i . The
values vi , wi , and w̄i are random and independent. Together with values Ui and
Qi , they satisfy equations 4.7 and 4.8. The proof of this lemma is analogous to that
of Lemma 4.5.

4.2.3

The Soundness of COM

The Pedersen commitment scheme is an information theoretically secure commitment scheme, i.e., it does not reveal any information about the pair (zj , rj ) used
to compute the commitment Cj , apart from the value ej = zj + logg (h)rj , where
Cj = g ej . In fact any pair (z, r) where ej = z + logg (h)r is a possible candidate
pair.
The value dj determines some zj uniquiely, since zj = logd (dj ). If Pj passes
the COM protocol this means that Pj can efficiently compute a pair (zj , rj ) such
that dj = dzj and ej = zj + logg (h)rj . Even if we extract (zj , rj ), we still have no
means of determining whether the pair we extracted was the pair used to compute
the commitment Cj in the begining. We can therefore not determine whether Pj
is cheating from a single round of COM.
Only when Pj is capable of passing the COM protocol with non-negligible probability for different values of dj while using the same commitment can we say that
Pj is cheating in one of the cases, i.e., logd (dj ) not being the value used to compute
0
0
the commitment. If Pj passes for two different values, g zj hrj and g zj hrj , then he
0
0
can compute logg (h) = (z − z)/(r − r ) and vice versa.
From this informal discussion we see that the soundness of COM depends on
Pj not being able to compute logg (h) efficiently. This prevents an adversary from
committing to one value and opening it as another, except with negligible probability.
In order to show that the COM protocol is sound we run first address the case
when we have a single corrupt player, namely Pj . This is formalized in Lemma
4.11, where we use Pj as a black-box to extract logg (h). The general case, in which
an adversary corrupts up to t players is not much more complicated. Lemma 4.12
addresses this case.
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The COM protocol is used in a setting where players first compute and publish
commitments Cj . At a later stage they publish the values dj and claim their consistency with the commitment. We assume this setting when showing the soundness
of COM.
Let P ASSj be the event that player Pj runs COM successfully. Also let dj be
the event that Pj published the value dj and let 2T be the time it takes to compute
a discrete logarithm in Gq .
Lemma 4.11. Given Cj , if ∃ dj , d0j , where d0j 6= dj , such that Pr[dj ] > 1/poly(k),
Pr[d0j ] > 1/poly(k), Pr[P ASSj |dj ] > 1/poly(k), and Pr[P ASSj |d0j ] > 1/poly(k),
then we can use Pj to compute the discrete logarithm of h in base g in polynomial
time, assuming all other players’ values fixed.
Proof. We define an extractor ECOM1 (Figure 4.7), using Pj as a black-box. ECOM1
is a Turing Machine with an internal random string ranECOM1 .
To compute logg (h), ECOM1 needs to extract two different pairs (zj , rj ) and
(zj0 , rj0 ) giving Cj . To compute (zj , rj ) (or (zj0 , rj0 )) Pj must pass COM twice with
different oracle challenges (vj and vj0 ). This gives the values wj = sj + vj zj , wj0 =
sj + vj0 zj , w̄j = tj + vj rj , and w̄j0 = tj + vj0 rj , where wj , wj0 , w̄j , w̄j0 , and the oracle
challenges are known. The values zj and rj are computed as
zj =

wj − wj0
w̄j − w̄j0
and rj =
.
0
vj − vj
vj − vj0

(4.9)

Therefore ECOM1 rewinds the protocol to get a new oracle challenge for Pj
until Pj has passed COM twice. Though ECOM1 rewinds no more than 2T times,
in which case we let ECOM1 compute logg (h) from g and h. When extracting
(zj0 , rj0 ), if SIMCOM,i publishes ERR then rewind.
In each step in ECOM1 ’s algorithm, ECOM1 must compute the output of the
honest players. Before rewinding, this does not impose any problems in steps 1 to
3d, since the honest players’ output only depends on their random bits. ECOM1
chooses a pair (zi , ri ) for each player Pi ∈ H and computes di = dzi , and can
therefore always run COM successfully.
Step 4 in Figure 4.7 deals with the problem of getting two different pairs (zj , rj )
and (zj0 , rj0 ) giving Cj . ECOM1 rewinds the protocol and publishes values di for the
honest players. If ECOM1 keeps all the di ’s, then everything Pj sees is exactly as in
the first steps of ECOM1 ’s algorithm, including what Pj reads from ranj causing Pj
to publish the same dj . Consequently, the extractor ECOM1 must output d0i 6= di
for at least one Pi ∈ H. Let us assume that ECOM1 outputs d0i 6= di ∀Pi ∈ H. As
long as Pj does not output d0j 6= dj , rewind and try a new set of di values for the
honest players.
When Pj outputs d0j 6= dj we have a situation where ECOM1 does not know
0
the pair (zi0 , ri0 ) giving Ci , such that d0i = dzi . To compute output for each player
Pi ∈ H, ECOM1 uses SIMCOM,i , which produces output for player Pi with exactly
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the same probability distribution as is Pi ’s real output, in all but a negligible number
of cases (Lemma 4.10).
Below we show that ECOM1 runs in expected polynomial time. In an expected
polynomial number of tries, ECOM1 succeeds with extracting (zj , rj ), making Pj
output d0j 6= dj and extracting (zj0 , rj0 ), and running SIMCOM,i successfully for all
honest players Pi . Let RTECOM1 be the time ECOM1 needs to terminate, i.e., extract
logg (h). Let RT(zj ,rj ) be the time needed to complete step 3 and RT(zj0 ,rj0 )6=(zj ,rj )
be the time needed to complete steps 4 and 5. The total expected running time for
ECOM1 is E[RTECOM1 ] ≤ E[RT(zj ,rj ) ] + E[RT(zj0 ,rj0 )6=(zj ,rj ) ].
Let us first define the following: Let U be the random variable defined by the
value of the random bits used by ECOM1 and Pj from start and up to step 2 in
Figure 4.7. Let Mdj be the subset of all u such that Pj publishes dj . Let V be all
the bits used from start (when selecting zj and rj for the commitment) to the end
of COM, let v be an instance of V and let Vj = {v|2−(j+1) < Pr[P ASSj |v] ≤ 2−j },
be the subset of all bit strings resulting in P ASSj . Now let us look at E[RT(zj ,rj ) ]
and E[RT(zj0 ,rj0 )6=(zj ,rj ) ] separately.
E[RT(zj ,rj ) ] :
The running time to find the pair (zj , rj ) (RT(zj ,rj ) ) only depends on the success
rate of Pj passing COM, which Pj must do twice with different and independent
challenges.
We take a closer look at the expected running time of one execution from start to
P ASSj , given that we rewind to get a new oracle challenge, but with the restriction
that we rewind at most 2T times. Bayes theorem together with the definition of Vj
gives
Pr[P ASSj ∩ V ∈ Vj ] =

X
v

≤

2−j

Pr[P ASSj |v ∈ Vj ]Pr[v ∈ Vj ]
X

Pr[v ∈ Vj ]

v

≤

2−j .

(4.10)

When we have independent tries, as we have when Pj is trying to answer a random
oracle’s challenge, the expected number of oracle challenges needed to P ASSj is
as follows. Let p be the probability of P ASSj , giving Pr[P ASSj after i tries] =
(1 − p)i−1 p.
E[#tries] ≤

∞
X
i=1

i(1 − p)

i−1

p=

∞
X
i=1

(−p)

d
1
(1 − p)i = .
dp
p

(4.11)

Hence the average number of tries needed to P ASSj using v ∈ Vj is < 2(j+1) .
Recall that the maximum number of tries is min{2j , 2T }. For V = v the expected
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running time over all j is:
∞
X

E[#tries with v ∈ Vj ]Pr[P ASSj ∩ (v ∈ Vj )]

j=1

<

T
−1
X

2j+1 2−j +

j=1

=

∞
X

2T +1 2−j

j=T

2(T + 1).

(4.12)

With two independent tries we get that E[RT(zj ,rj ) ] < 4(T + 1).
E[RT(zj0 ,rj0 )6=(zj ,rj ) ] :
The running time RT(zj0 ,rj0 )6=(zj ,rj ) , depends on u being such that P j publishes
d0j 6= dj , and on the following success rate of passing COM. We assume that Pj
published dj in step 2. Let RTu∈M
/ Mdj . Recall
/ dj be the time needed to find u ∈
0
that for a fixed Cj , ∃dj 6= dj such that Pr[dj ] < 1/poly(k), where poly(k) is a
polynomial. Using the same analysis as in (4.11) we get that E[RTu∈M
/ dj ] < poly(k).
The analysis of step 5 in ECOM1 is similar to that of step 3 in ECOM1 , the difference
being that SIMCOM,i may output ERR for such a v on which Pj would pass COM.
Even in the case when we run 2T iterations of step 5, the probability of getting
ERR is negligible, since 2T << 2−(k+3−t) .
We can conclude that E[RTzj0 ,rj0 ] < 4(T + 1). This gives E[RTECOM1 ] < 8(T +
1) + poly(k), which is polynomial in k.
We now address the case of an adversary A corrupting t players and adapting
the corrupt players d0j -values to the honest players values. For this purpose we
build an extractor ECOMt (Figure 4.8). Recall that this lemma is used to show
the soundness of the COM protocol. Soundness only makes sense if we get an
answer (run to the end) with at least non-negligible probability. This implies that
all players pass COM with non-negligible probability.
Lemma 4.12. Given Cj , if for at least one player Pj ∈ A ∃dj , d0j , where dj 6= d0j ,
such that Pr[dj ] > 1/poly(k), Pr[d0j ] > 1/poly(k), Pr[P ASSj |dj ] > 1/poly(k), and
Pr[P ASSj |d0j ] > 1/poly(k), then we can use Pj to compute the discrete logarithm
of h in base g in polynomial time.
Proof. Here we define an extractor ECOMt (Figure 4.8), a Turing Machine with an
internal random string ranECOMt using A as a black-box.
This proof is very similar to the proof of Lemma 4.11. The difference is, here
we do not have a specific player to focus on. Instead we have a set of players of
which at least one has the behavior exploited in Lemma 4.11. Consequently the
extractor ECOMt is very similar to ECOM1 .
Since the probability is non-negligible that the COM protocol terminates, then
Pr[P ASSj ] > 1/poly(k) for some polynomial poly(k) and for all players Pj ∈ A.
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Public input: (p, q, g)k , h
Public output: logg (h)
1. Select values values zi , ri ∈R Zq ∀Pi ∈ H and compute Ci .
2. Compute di for all Pi ∈ H.
3. Run the COM protocol to get values wj and w̄j .
Rewind to step 2 in the COM protocol and rerun the remaining steps with
a new oracle challenge. This gives wj0 and w̄j0 . Compute
zj =

wj − wj0
w̄j − w̄j0
and rj =
.
0
vj − vj
vj − vj0

If we do not have (zj , rj ) after rewinding 2T times, then compute logg (h).
4. Output d0i 6= di , for all Pi ∈ H. Repeat until Pj outputs d0j 6= dj .
5. Run SIMCOM,i for all Pi ∈ H. Run and rewind until Pj has passed COM
twice and compute (zj0 , rj0 ) giving Cj as above.
If COM outputs MCOM 6= ∅ or SIMCOM,i outputs ERR, then rewind COM
to get a new oracle question and a new challenge for Pj . If we do not
have (zj0 , rj0 ) after rewinding 2T times, compute logg (h).
6. Compute
logg (h) =

zj − zj0
.
rj0 − rj

Figure 4.7. The extractor ECOM1 interacting with Pj

(4.13)
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Therefore, for some player Pj ∈ A who publishes dj and d0j (6= dj ) with nonnegligible probability, we have Pr[P ASSj |dj ] > 1/poly(k) and Pr[P ASSj |d0j ] >
1/poly(k).
For the analysis of ECOMt we refer to that of extractor ECOM1 , since the two
are almost identical. The expected running time is thus polynomial in the security
parameter.
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Public input: (p, q, g)k , h
Public output: logg (h)
1. Select zi , ri ∈R Zq and compute Ci , ∀Pi ∈ H. Each player Pj ∈ A
produces a value for Cj .
2. Compute di for each Pi ∈ H. Each Pj ∈ A produces dj .
3. Rewind and repeat step 2 until some Pj ∈ A produces d0j 6= dj . Let each
Pi ∈ H output d0i 6= di .
4. Run the COM protocol with values Cj , d, dj for Pj and rewind the protocol to get a new oracle challenge. Rewind until Pj has passed twice and
compute (zj , rj ) giving Cj .
If COM outputs REJ, then rewind COM to get a new oracle question
and a new challenge for Pj . If after 2T rewindings we do not have (zj , rj )
compute logg (h).
5. Run SIMCOM,i for all Pi ∈ H. Run the COM protocol with values Cj , d,
d0j for Pj and rewind the protocol to get a new oracle challenge. Rewind
until Pj has passed twice and compute (zj0 , rj0 ) giving Cj .
If COM outputs REJ or SIMCOM,i outputs ERR, then rewind COM to get
a new oracle question and a new challenge for Pj . If after 2T rewindings
we do not have (zj0 , rj0 ) compute logg (h).
6. Now compute
logg (h) =

zj − zj0
.
rj0 − rj

Figure 4.8. The extractor ECOMt interacting with A

(4.14)

Chapter 5

EGO - A Verifiable Solution to the
Socialist Millionaires Problem
In the millionaires problem, two millionaires, Alice and Bob, want to find out which
is the richer without revealing any information other than the result. The socialist
millionaires problem is similar: Alice and Bob only want to find out if they are
equally rich or not.
Independently of our work, Boudot, Schoenmakers and Traoré [BST01] published a protocol which does not disclose any other information than whether Alice’s
private input equals Bob’s private input and what can be implicated by it. Apart
from being zero-knowledge, the protocol is also fair and efficient, requiring O(k)
exponentiations for security parameter k. The scenario they work with is that the
two players each determine their inputs.
We consider the case when the players publicly receive their inputs from a third
party, or as output from another protocol. The players are not able to alter their
given input in any way. The inputs are randomly encrypted using the players’
public keys. Our protocol, which we call the EGO protocol, lets the two players
publicly determine if two such inputs encrypt the same plain-text. Any observer
can verify the correctness of the result of the protocol. The EGO protocol reveals
nothing about the underlying messages apart from what can be deduced from the
result of the protocol. The security is proved using the random oracle model and
under the condition that the computation is fair. Fairness means that a player does
not stop after learning the result before the other, and thereby preventing the other
player from getting the result.
Just as [BST01], our protocol requires O(k) exponentiations for security parameter k. The main difference between the two protocols lies is that the EGO protocol
is publicly verifiable.
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5.1

The EGO Protocol

The EGO protocol is designed for two players, which we call P1 and P2 . These
players are modeled as we previously described in Chapter 3. Their only means of
communication with each other and the external world is via a bulletin board, on
which they publish messages.
To start with P1 and P2 jointly compute a discrete-log instance (p, q, g)k and
a random generator h of Gq . Based on these values they can each compute an
ElGamal key-pair, (x1 , y1 = g x1 ) for P1 , and (x2 , y2 = g x2 ) for P2 , after which they
publish their public keys y1 and y2 , keeping their private keys to themselves.
The players get two ElGamal encryptions (γ1 , δ1 ) = (m1 y1R1 , g R1 ) and (γ2 , δ2 ) =
(m2 y2R2 , g R2 ). These are encryptions of two plain-texts m1 and m2 which are encrypted under the players’ public keys using the random blinding values R1 and
R2 . These blinding values are given to the respective player. Each player can easily
verify that he obtained the correct blinding value by checking that g Ri = δi . Transferring the blinding values can be done by encrypting R1 and R2 with the players’
public keys, y1 and y2 and publishing these encryptions on the bulletin board. The
players can decrypt their own blinding values, but learn nothing about the other
player’s blinding value.
The main idea of the EGO protocol is to compute the value of m = m1 /m2
which equals 1 when m1 = m2 . To this end we define (, ϕ) = (γ1 /γ2 , δ1 /δ2 ) =
(mg x1 R1 −x2 R2 , g R1 −R2 ). This is not a regular ElGamal encryption of m. We refer to
this as an EGO-encryption. Decrypting an EGO-encryption means jointly computing g x1 R1 −x2 R2 , which gives m = /g x1 R1 −x2 R2 . We refer to this kind of decryption
as EGO-decryption.
We could simply let P1 and P2 publish g x1 R1 and g x2 R2 , but this would mean
publishing all the information needed to decrypt each message on its own. Both
P1 , P2 , and all observers would then be able to decrypt both messages. The goal of
the EGO protocol is to reveal nothing apart from whether the messages are equal
or not. This solution obviously reveals more than that.
A better solution is to let P1 and P2 jointly EGO-decrypt (, ϕ). When this
decryption results in a value not equal to 1, the decryption reveals information
about the messages. Given the result of the EGO-decryption and a player’s own
message, both players can easily compute the other player’s message even when the
messages are not equal. Observers do not necessarily deduce the exact values of
the two messages, but they still learn a great deal about them.
In order to solve these problems we make the following observations. Using the
values (, ϕ) and z ∈ Zq , we notice that (α, β) = (z , ϕz ) is an EGO-encryption of
mz , with g z as generator. As Gq is a group of prime size, g z is a generator of Gq .
If the blinding factor z is randomly chosen and m ∈ Gq then mz ∈R Gq . If m = 1
then mz = 1. As long as z is unknown to both players, EGO-decrypting (z , ϕz )
gives information only about equality.
The main part of the EGO protocol is dedicated to computing (z , ϕz ) without
any of the players knowing z or being able to affect its randomness. Pedersen
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commitments and the sub-protocols EPSI and PHI are used in this process.
To be able to EGO-decrypt the players need to jointly compute g x1 R1 −x2 R2
without revealing any additional information. We use the fact that g x1 R1 −x2 R2 =
g (x1 +x2 )(R1 −R2 ) g −x1 R2 g x2 R1 , which consists of values that the players can compute
together. In the process the players compute g x1 R2 = G12 and g x2 R1 = G21 . The
sub-protocols EGO − O, EGO − Q, EGO − T and BETA are used to ensure that
(z , ϕz ) are correctly EGO-decrypted. Observers learn the result and P1 and P2
learn also what is inferred from the result, but nothing more. The sub-protocols
mentioned are described in more detail in Section 5.2. The decryption is computed
as
z Gz
mz g (x1 R1 −x2 R2 )z g x2 R1 z
αT
= zx1 zx212 z = (R −R )x z (R −R )x z x R z
1
2
1 g
1
2
2 g 1 2
β1 β2 Q
ϕ ϕ G12
g
mz g x1 R1 z+x2 R1 z−x2 R2 z
x
R
g 1 1 z+x2 R1 z+x1 R2 z−x1 R2 z−x2 R2 z

=
= mz .

(5.1)

Figure 5.1 shows the EGO protocol in detail. Recall that the execution of the
protocol is in synchronized communication rounds, i.e., the two players are expected
to await the publishing of the results in the current step before proceeding with
publishing in the next step. The result of EGO, to which we refer as resEGO (m),
can be one of the following:
E

when (α, β) EGO-decrypts to 1.

N

when (α, β) does not EGO-decrypt to 1.

F

when the output of EPSI is REJ.

Fϕ

when the output of PHI is REJ.

FO

when the output of EGO − O is REJ.

FQ

when the output of EGO − Q is REJ.

FT

when the output of EGO − T is REJ.

Fβ

when the output of BETA is REJ.

V IO

when a player published prematurely.

Let F AIL be the event when one of F , Fϕ , FO , FQ , FT , Fβ , V IO occurs.

5.2

The Sub-Protocols in EGO

As mentioned above, the EGO protocol uses sub-protocols to make sure that the
values published by players are computed as intended. These sub-protocols are
EPSI, PHI, EGO − O, EGO − Q, EGO − T, and BETA.
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Public input: (p, q, g)k , h y1 , y2 (, ϕ), (δ1 , γ1 ), (δ2 , γ2 )
Private input: Private keys corresponding to the public keys.
Each player Pi , for i ∈ {1, 2} does the following:
Round 1.
• Select zi , ri ∈R Zq and let Ci = g zi hri .
• Publish Ci .
Round 2.
• Let i = zi and publish i .
• Run EPSI. If EPSI outputs ACC then continue, otherwise if EPSI
outputs REJ then publish F and terminate.
Round 3.
• Let ϕi = ϕzi and publish ϕi .
• Run PHI. If PHI outputs ACC then continue, otherwise if PHI outputs REJ then publish Fϕ and terminate.
Round 4.
• Let Gij = δjxi and publish Gij , for j ∈ {1, 2}, j 6= i.
• Run EGO − O. If EGO − O outputs ACC then continue, otherwise
if EGO − O outputs REJ then publish FO and terminate.
Round 5.
• Let Qi = Gz12i and publish Qi .
• Run EGO − Q. If EGO − Q outputs ACC then continue, otherwise
if EGO − Q outputs REJ then publish FQ and terminate.
Round 6.
• Let Ti = Gz21i and publish Ti .
• Run EGO − Q. If EGO − T outputs ACC then continue, otherwise
if EGO − T outputs REJ then publish FT and terminate.
Round 7.
• Compute β = ϕ1 ϕ2 .
• Let βi = β xi and publish βi .
• Run BETA. If BETA outputs ACC then continue, otherwise if
EGO − Q outputs REJ then publish Fβ and terminate.
Round 8. Compute α = 1 2 , Q = Q1 Q2 and T = T1 T2 , and finally compute
mz = αT /(β1 β2 Q).
Figure 5.1. The EGO protocol

(5.2)
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All of these, except EPSI, are executions of the DLOG protocol run on different
inputs. We give them different names depending on their input to tell them apart.
The EPSI protocol is an execution of the generic COM protocol. Section 5.2.1 gives
the details of the EPSI protocol, whereas Section 5.2.2 specifies the components of
the remaining protocols.
Sections 4.1 and 4.2 contain the DLOG protocol and the COM protocol together
with proofs showing their is completeness, soundness and zero-knowledge. From
these proofs we have that EPSI, PHI, EGO − O, EGO − Q, EGO − T, and BETA
have the same properties.

5.2.1

The EPSI Protocol

The EPSI protocol is an execution of the the COM protocol on public input (p, q, g)k ,
h, , i , Pedersen commitments Ci , and private input zi = logi , and ri such that
Ci = g zi hri . The protocol shows that a player uses the value z, to which he
committed earlier, as exponent. The values (zi , ri ) are known only to player Pi . If
both players proofs are accepted then EPSI outputs ACC. When using SIMCOM on
the input specified for EPSI we call the simulator SIM .

5.2.2

The PHI, EGO − O, EGO − Q, EGO − T, and BETA Protocols

The DLOG protocol is a protocol proving that a tuple (g, g a , g b , g c ) ∈ ∆DDH , where
a is input known only to the prover. The PHI, EGO − O, EGO − Q, EGO − T, and
BETA protocols all do the same, but for different tuples, as follows :
EGO − O:

Public input: (g, yi , δj , Gij ) for j 6= i
Private input: xi = logg yi

EGO − Q:

Public input: (ϕ, ϕi , G12 , Qi )
Private input: zi = logϕ ϕi

EGO − T:

Public input: (ϕ, ϕi , G21 , Ti )
Private input: zi = logϕ ϕi

BETA:

Public input: (g, yi , β, βi )
Private input: xi = logg yi

PHI:

Public input: (, i , ϕ, ϕi )
Private input: zi = log i

All protocols have the discrete-log instance (p, q, g)k as public input. The
DLOG protocol outputs the set MDLOG . The output of the protocols is ACC when
MDLOG = ∅, or REJ otherwise.
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When running the simulator SIMDLOG to simulate the output of honest players
running one of the copies of DLOG mentioned here we write SIMϕ , SIMO , SIMQ ,
SIMT , and SIMβ subsequently.
When the players have access to their own blinding factors (R1 or R2 ) they are
able to compute both G12 = g x1 R2 and G21 = g x2 R1 on their own using private data.
Player P1 uses her private key x1 and the public value δ2 = g R2 to compute g x1 R2 ,
whereas P2 uses this private random value R2 and A’s public key etc. Observers, on
the other hand can not compute G12 and G21 on their own, since computing these
values would mean solving the computational Diffie-Hellman problem. In order to
make EGO − Q and EGO − T verifiable to observers, the players P1 and P2 must
publish G12 and G21 and run EGO − O to prove their correctness.

5.3

Completeness, Soundness and Zero-Knowledge
of EGO

Theorem 5.1. The EGO protocol as presented in Figure 5.1 is complete, sound and
zero-knowledge if one player is honest, under the non-uniform DDH-assumption, in
the random oracle model and assuming that players do not stop after learning the
result in round 7.
Proof. To simplify presentation we have divide this proof into its natural components, and treat them separately; the completeness in Lemma 5.2, soundness in
Lemma 5.3 and zero-knowledge Lemma 5.4.

5.3.1

The Completeness of EGO

Lemma 5.2. If both players follow the EGO-protocol, when m = 1, resEGO = E.
When m 6= 1, then resEGO = N with probability (q − 1)/q.
Proof. The result of EGO is based on the result of αT /βA βB Q. This equals mz as
verified by equation 5.1. If both players are honest then resEGO never equals F AIL.
If m = 1, then for any number z ∈ Zq , mz = 1 mod p. Therefore resEGO
always equals E when m = 1.
If m 6= 1, then resEGO = N for all z except z = 0, when q is prime. With
z = 0, mz = 1 mod p, and resEGO = E. Since z is random and uniformly
distributed in Zq the probability that z = 0 is 1/q.

5.3.2

The Soundness of EGO

Soundness in this setting is the probability that a player changes the outcome
without it being detected. Changing the outcome of EGO means changing the
result of αT (βA βB Q)−1 from 1 or to 1, and still passing all the sub-protocols.
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Lemma 5.3. The probability is negligible that P1 or P2 efficiently changes the
output of EGO from E to N or from N to E successfully.
Proof. The protocols PHI, EGO − O, EGO − Q, EGO − T, and BETA are executions
of the DLOG protocol. By Lemma 4.2 we know that the probability is negligible
that a player Pi passes with an incorrect triple. We can therefore assume that
PHI, EGO − O, EGO − Q, EGO − T, and BETA output ACC, which means that
log (Ei ) = logϕ (Fi ), logϕ (Fi ) = logG21 (Ti ), logϕ (Fi ) = logG12 (Qi ), and logg (yi ) =
logβ (βi ) for all i = {1, 2}, except with negligible probability.
Case m = 1: (resEGO = E to be changed to resEGO = N )
We have the fact that mz = 1 for all a if m = 1. This implies that EGO’s
output can not be changed from E to N .
Case m 6= 1: (resEGO = N to be changed to resEGO = E)
We make the observation that if m 6= 1 then mz = 1 mod p iff z = 0. In
other words, to change EGO’s output, either z1 or z2 must be adapted so that
z1 + z2 = 0.
In Lemma 4.11 we proved an adversarial player not use his commitment in
several different ways with a non-negligible probability. Consequently if a
player can make az1 + z2 = 0 with non-negligible probability, we can use that
player to compute logg (h) in expected polynomial time. Since this is assumed
impossible, the probability is negligible that the adversarial player succeeds,
as long as logg (h) is unknown. Lemma 4.11 formalizes this for the n-player
scenario, and we refer this lemma using n = 2.
Therefore we can conclude that the probability of changing the output of EGO from
or to 1 is negligible.

5.3.3

The Zero-Knowledge of EGO

To show that the EGO protocol is zero-knowledge, we prove that an adversarial
player does not learn more than the output of the protocol. We therefore look at
the case when one of P1 and P2 is arbitrary, and the other is honest. To make
the analysis more clear, we let P1 denote the adversarial player, and P2 denote the
honest player.
Let IE (m1 , m2 , k) be the set of all possible inputs, both public and private,
for messages m1 and m2 , and fixed security parameter k. We do in fact assume
worst case message m1 , m2 . The set is defined by all possible choices of discrete-log
instances (p, q, g)k and values h giving public and private keys to the two players.
We let the security parameter k and the messages, m1 and m2 , be implicit from
now on. Let inE be a randomly and uniformly chosen element from IE .
Define VEGO as the random variable taking on the adversarial view, i.e., what the
adversarial player P1 sees during an execution of EGO together with P2 , running on
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input inE . Then DEGO is the probability distribution of VEGO , where the probability
is taken over ran1 , aux1 , ran2 , and inE .
We show that no polynomially bounded probabilistic adversary can gain any
information by running EGO, apart from the result and what may be implied by it.
To this end we construct the simulator SEGO with random string ranSEGO , outputting
an adversarial view VSEGO with probability distribution DSEGO indistinguishable from
the probability distribution of the adversarial view of a real execution of EGO. The
probability is taken over ran1 , aux1 , ranSEGO , and inE . More formally stated:
Lemma 5.4. There exists a polynomially bounded probabilistic oracle Turing Machine SEGO such that for all adversarial behaviors of P1 and ∀m1 , m2 , SEGO outputs a
c
random variable VSEGO with probability distribution DSEGO such that DSEGO ≈ DEGO ,
using the non-uniform DDH assumption and in the random oracle model.
Proof. In this proof we present the simulator SEGO , we show that SEGO runs in
expected polynomial time and show that the probability distribution of SEGO ’s output, i.e., DSEGO is computationally indistinguishable from DEGO . Let 2T be the time
it takes to compute logg (h), as we will need this in the proof.
The simulator SEGO :
SEGO is a probabilistic Turing Machine with an internal random string ranSEGO
and with access to the random oracle O and to P1 ’s private input and auxiliary
input aux1 . SEGO runs the algorithm described in Figure 5.2 and Figure 5.3
using P1 as a black-box and the simulators SIM , SIMϕ , SIMO , SIMQ and
SIMβ . Using the same P1 in both EGO and SEGO means that P1 ’s output has
the same probability distribution, as long as the probability distributions of
the views created by EGO and SEGO computationally indistinguishable.
Input to SEGO is inE ∈R IE , resEGO , and the private key of P1 . Note that we
solely look at such outcomes of resEGO that have a non-negligible probability
of occurring.
Each of the simulators of the sub-protocols outputs a view which is incorporated in VSEGO . The random variable resSEGO contains the result of the protocol
computed by running SEGO on random input inE .
The running time of SEGO :
On input resEGO ∈ {E, F AIL}, SEGO ’s algorithm contains no internal loops
and one run through the algorithm is in time polynomial in k. SEGO runs
the simulators SIMO and SIMβ which can with negligible probability output
ERR (Lemma 4.4). If we recall that SEGO only runs on such resEGO that have
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Public input: (p, q, g)k , h y1 , y2 (γ1 , δ1 ), (γ2 , δ2 ), resEGO ∈ {E, F AIL}
Private input: Private keys corresponding to the public keys.
Let (, ϕ) = (γ1 /γ2 , δ1 /δ2 ).
1. For resEGO ∈ {E, F AIL} do the following, otherwise run the algorithm
in Figure 5.3:
(a) Select z2 , r2 ∈R Zq , and compute C2 = g z2 hr2 .
(b) Compute 2 = z2 and run EPSI. If EPSI outputs REJ then let
resSEGO = F , otherwise continue.
(c) Compute ϕ2 = ϕz2 and run PHI. If PHI outputs REJ then let
resSEGO = Fϕ , otherwise continue.
(d) Compute G21 = y2R1 and run SIMO,2 .
resSEGO = ERR.

If it outputs ERR let

(e) Compute Q2 = Gz122 and run EGO − Q. If EGO − Q outputs REJ
then let resSEGO = FQ , otherwise continue.
(f) Compute T2 = Gz212 and run EGO − T. If EGO − T outputs REJ
then let resSEGO = FT , otherwise continue.
(g) Compute β2 = αT /β1 Q and run SIMβ,2 . If it outputs ERR let
resSEGO = ERR.
=
E and resSEGO
=
E then VSEGO
=
(h) If resEGO
{resSEGO , Ci , i , ϕi , G21 , G12 , Qi , Ti , βi : i ∈ {1, 2}} together with the
views from EPSI, PHI, EGO − O, SIMO,2 , EGO − Q, EGO − T, BETA
and SIMβ,2 .
If resEGO = F AIL, let VSEGO contain all information up to the point
of failure in EGO, if SEGO ran that far. Otherwise restart SEGO .
Figure 5.2. The SEGO protocol on input resEGO = {E, F AIL}
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Public input: (p, q, g)k , h y1 , y2 (γ1 , δ1 ), (γ2 , δ2 ), resEGO = N
Private input: Private keys corresponding to the public keys.
Let (, ϕ) = (γ1 /γ2 , δ1 /δ2 ).
1. For resEGO = N do the following, otherwise run the algorithm in Figure 5.2:
(a) Select s ∈R Zq and compute g s and y2s .
(b) Select r2 , z2 ∈R Zq and compute C2 = g z2 hr2 .
(c) Compute 2 = z2 and run EPSI.
(d) Rewind EPSI to get a new oracle question and a new challenge.
Compute z1 and r1 from P1 ’s two outputs.
(e) Let ϕ2 = g s /ϕ1 , where ϕ1 is computed using the value computed for
z1 from the previous step. Run SIMϕ,2 . If the simulator produces
an ERR message let resSEGO = ERR.
(f) Compute β = ϕ1 ϕ2 and α = 1 2 . If β 6= g s let resSEGO = BAD.
(g) Compute G21 = y2R1 and run SIMO,2 .
resSEGO = ERR.

If it outputs ERR let

(h) Compute Q2 = (g z2 R1 /ϕ2 )x1 and run the SIMQ,2 protocol. If it
outputs ERR let resSEGO = ERR.
(i) Compute T2 = Gz212 and run EGO − T.
(j) Compute β2 = y2s . Run SIMβ,2 and let resSEGO = ERR if SIMβ,2
outputs ERR.
=
N and resSEGO
∈
{E, N } then VSEGO
=
2. If resEGO
{resSEGO , Ci , i , ϕi , G21 , G12 , Qi , Ti , βi : i ∈ {1, 2}} together with the
views from EPSI, PHI, EGO − O, SIMO,2 , EGO − Q, SIMQ,2 , EGO − T,
BETA, and SIMβ,2 .
If resSEGO ∈ {F AIL, ERR}, restart SEGO ’s algorithm. If resSEGO = BAD,
let VSEGO = BAD.
Figure 5.3. The SEGO protocol on input resEGO = N
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a non-negligible probability of occurring, then it is clear that SEGO will be
restarted at most a polynomial number of times.
For input resEGO = N , SEGO ’s running time is more complex. Each step
runs in polynomial time, but the algorithm contains a loop. We need to look
closer at the expected number of iterations in this loop. Here follow some
helpful definitions. Let RW be the number of times SEGO rewinds EPSI. Let
RW(z1 ,r1 ) be the number of rewindings needed to extract (z1 , r1 ). Let the
expected number of rewindings be E[RW ]. Let P ASS1 be the event that
player P1 passes EPSI. We know that the probability is non-negligible that
P1 passes all proofs. This follows from the fact that the probability is nonnegligible that resEGO = N . This means that Pr[P ASS1 ] > 1/poly(k).
Let V be the random variable taking on the value of the random bits used in
SEGO up to the oracle challenge in EPSI. Let Vj = {v|2−(j+1) < Pr[P ASS|v] ≤
2−j }, be the subset of all bit strings resulting in P ASS. The average number
of tries P1 needs to pass EPSI using v ∈ Vj is < 2j+1 . If the number of iterations is larger than 2T then SEGO computes (z1 , r1 ). This gives the expected
number of iterations taken over all j’s is
E[# of iterations] =

∞
X

E[#tries with v ∈ Vj ]Pr[P ASS1 ∩ V ∈ Vj ]

j=1

≤

T
X

(2j+1 2−j ) +

=

2+

1

=

2T +1 2−j

j=T +1

i=1
T
X

∞
X

2T +1 2−(T +1)
1 − 2−1

2T + 2.

(5.3)

The expected number of iterations needed to extract (z1 , r1 ) for player P1 is
E[RW ]. After this, the adversarial player P1 may fail in one of the remaining
proofs, but we know that P1 runs to the end with non-negligible probability.
Consequently SEGO will be restarted at most a polynomial number of times
on the average.
The conclusion of this reasoning is that SEGO runs in expected polynomial time
on input resEGO = N and in polynomial time on input resEGO ∈ E and F AIL.
The probability distribution of SEGO ’s output versus DEGO :
The next step in the proof is to show that DSEGO is computationally indistinguishable from DEGO ∀m1 , m2 ∈ Gq . Let us take a closer look at DEGO . This
distribution can be divided into the following disjoint parts:
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DEGO =

DEGO (resEGO = E)||DEGO (resEGO = N )||
DEGO (resEGO = F AIL).

(5.4)

A similar partitioning can be done to DSEGO :
DSEGO =

DSEGO (resSEGO = E)||DSEGO (resSEGO = N )||
DSEGO (resSEGO = F AIL)||DSEGO (resSEGO = ERR).

(5.5)

Let res be the variable taking on one of the values E, N or F AIL. To show
c
c
that DSEGO ≈DEGO it is enough to show DSEGO (res)≈DEGO (res) for each m1 and
m2 , and for each value of res where Pr[resEGO = res] is non-negligible. Recall
that the values m1 and m2 are implicit. If DSEGO and DEGO are distinguishable
then DSEGO (res) and DEGO (res) must be distinguishable for at least one value
of res.
– DSEGO (F AIL) = DEGO (F AIL): When resEGO = F AIL then SEGO ’s algorithm for player P1 is identical to EGO up to and including the place of
failure. None of these steps involve any private input, they only involve
public input and randomly chosen and uniformly distributed elements.
The probability distribution of SEGO ’s output is therefore identical to the
probability distribution of the output from EGO.
s

– DSEGO (E)≈DEGO (E): We show computational indistinguishability separately for m1 = m2 and for m1 6= m2 .
Case m1 = m2 : In the case when resEGO = E it is possible to show
s
DSEGO (E)≈DEGO (E), and statistical indistinguishability implies computational indistinguishability.
The only difference between a real run of EGO and SEGO run on input in(m1 = m2 ) and resEGO = E, lies in the difference between the
adversarial view of EGO − O and BETA and the view SIMO and SIMβ
output. Lemma 4.5 states that these views are statistically indistinguishable from that of runs of the real sub-protocol. Therefore we can
s
c
conclude that DSEGO (E)≈DEGO (E), which implies DSEGO (E)≈DEGO (E).
Case m1 6= m2 : Recall that we show computational indistinguishability
only for such resEGO that occur with non-negligible probability. The
proof of soundness of EGO shows that Pr[resEGO = E|m1 6= m2 ] is negligible.
c

– DSEGO (N ) ≈ DEGO (N ): Once again we will show computational indistinguishability separately for m1 = m2 and for m1 6= m2 .
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Case m1 = m2 : As shown in the proof of soundness of EGO Pr[resEGO =
N ] is negligible. Therefore this case will never be simulated.
c

Case m1 6= m2 : To show DSEGO (N )≈DEGO (N ) for m1 6= m2 , we introduce an additional Turing Machine SIEGO , which defines the intermediate
0
. These distributions are comprobability distributions DSIEGO and DSI
EGO
putationally indistinguishable. SIEGO is described in detail in Section
5.3.3. Lemma 5.5, 5.6 and 5.8 give that DEGO (N ) is computationally
indistinguishable from DSEGO (N ) for all m1 6= m2 .
Conclusion: For each result of EGO that occurs with non-negligible probability,
the distributions DSEGO (res) and DEGO (res) are computationally indistinguishable.
c
We can therefore conclude that DSEGO ≈DEGO .

The Intermediate Simulator SIEGO
This section contains a detailed description of the simulator SIEGO used in the proof
of Lemma 5.4. SIEGO is a probabilistic Turing Machine with an internal, uniformly
distributed, random string ranSIEGO ∈ {0, 1}∗, with access to the random oracle O
and with black-box access to P1 .
c
The only purpose of SIEGO is to help prove that DSEGO ≈ DEGO . The idea is to
build a chain of four probability distributions, including DSEGO and DEGO , where
each neighboring pair is indistinguishable.
The simulator runs the algorithm described in Figure 5.4. The input to this
algorithm consists of a random discrete-log instance (p, q, g)k , a random generator
h of Gq , values m̂1 = logg (m1 ) and m̂2 = logg (m2 ), and a triple (g a , g b , g c ) either
in ∆DDH or in ∆rand .
For all random choices of (p, q, g)k , h, a, b, m1 , m2 , and ranSIEGO , the first steps
of SIEGO ’s algorithm compute a random instance inE ∈ IE giving SIEGO access to
both private keys. The random instance inE contains random encryptions of m1
and m2 which we obtain by setting g a = ϕ and g b = g z2 . SIEGO computes δ1 by
selecting R1 ∈R Zq and calculating δ1 = g R1 . The value for 1 follows directly.
Since ϕ = δ1 /δ2 , we set ϕ = g a here. This gives δ2 = δ1 /g a and from this follows
that γ2 = g m2 g x2 R1 /(g a )x2 . The remaining rounds in SIEGO ’s algorithm compute
the remaining values. In particular we let SIEGO use g c = ϕ2 . Since our simulator
has both private keys the other values follow easily. For values 2 , ϕ2 , Q2 , and
T2 SIEGO can not run their proof of knowledge, but must run the corresponding
simulator. This simulator may output ERR, though from lemmas 4.4 and 4.9 we
see that the probability is negligible that SIMDLOG,2 or SIMCOM,2 registers ERR,
i.e., that any of the simulators SIEGO uses registers ERR. The variable resSIEGO
takes on the result computed by SIEGO .
The output is the random variable VSIEGO . We call the probability distribution of
VSIEGO DSIEGO when (g a , g b , g c ) ∈ ∆rand . Here the probability is taken over ranSIEGO ,
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0
be the probability distriburan1 , aux1 , (p, q, g)k , h, m̂1 , m̂2 , a, b, and O. Let DSI
EGO
a b c
tion of the random variable VSIEGO , when (g , g , g ) ∈ ∆DDH , where the probability
is taken over ranSIEGO , ran1 , aux1 , (p, q, g)k , h, m̂1 , m̂2 , (a, b, c), and O.
With (g a , g b , g c ) ∈ ∆DDH the probability distribution of SIEGO ’s output is in0
is
distinguishable from DSEGO (Lemma 5.8) and when (g a , g b , g c ) ∈ ∆rand DSI
EGO
0
indistinguishable from DEGO (Lemma 5.5). Also by Lemma 5.6 DSIEGO is computationally indistinguishable from DSIEGO , under the non-uniform DDH assumption.
Since SIEGO gets extra information (m̂1 , m̂2 ) we must use the non-uniform DDH
assumption to show this indistinguishability. If we consider random m1 , m2 or
m1 , m2 produced such that their discrete logarithms are easy to compute, then we
have uniformity.
s

0
Lemma 5.5. DEGO ≈ DSI
EGO

Proof. EGO computes 2 = z2 = (mg x1 R1 −x2 R2 )z2 , ϕ2 = ϕz2 and Q2 = g x1 R2 z2 ,
whereas in SIEGO these we have 2 = (g b )m̂ (g b )R1 (x1 −x2 ) (g c )x2 , ϕ2 = g c and Q2 =
((g b )R1 /g c )x1 . When (g a , g b , g c ) ∈ ∆DDH then logg (ϕn ) = logg (ϕ) logϕ (ϕn ) and
logg (n ) = logg () log (n ) for values both in SIEGO and in EGO. The value T2 from
SIEGO does not depend on g c . In both SIEGO and EGO the values are the same,
only g b is used in place of g z2 in SIEGO as is the case for C2 . All values are thus
correlated to each other in the same way in both EGO and SIEGO .
Since SIEGO does not know the exponents for many of the values it computes it
must run a simulator in place of a real execution of a proof of knowledge to produce
output with the correct probability distribution. The output from these simulators
is exactly the same as that of real executions , as long as there are no oracle collisions,i.e., none of the simulators for the sub-protocols output ERR. This happens
with negligible probability. By Lemma 4.5 the sub-protocols and their simulators
produce output with statistically indistinguishable probability distributions. From
s
0
≈ DEGO .
this we conclude that DSI
EGO
0
Lemma 5.6. The distribution DSI
is computationally indistinguishable from
EGO
DSIEGO under the non-uniform decisional Diffie-Hellman assumption.
0
is computationally distinProof. We start by assuming the opposite, that DSI
EGO
guishable from DSIEGO . This implies the existence of a probabilistic polynomial time
0
and DSIEGO in
Turing Machine Q that has the ability to distinguish between DSI
EGO
polynomial time. If SIEGO runs in polynomial time, we can construct a machine
M that solves the non-uniform DDH-assumption in polynomial time by using Q
as a subroutine. As input M gets a random discrete-log instance (p, q, g)k , a triple
(g a , g b , g c ) either in ∆DDH or in ∆rand , m̂1 = logg (m1 ) and m̂2 = logg (m2 ), access
to SIEGO and to the adversarial player.
M chooses a random generator h and runs SIEGO on this input. Using SIEGO ’s
output, Q can break the non-uniform DDH-assumption efficiently. On this basis,
0
is computationally indistinguishable from DSIEGO .
we state that DSI
EGO
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Lemma 5.7. SIEGO terminates in time polynomial in k
Proof. SIEGO ’s algorithm contains no loops and no individual step is more than
polynomial in k. Consequently one run through the algorithm runs in polynomial
time. We will restart at most a polynomial number of times, since SIEGO is used
with such A, m1 and m2 that give resEGO as result with non-negligible probability.
s

Lemma 5.8. DSIEGO ≈ DSEGO
Proof. DSIEGO is the probability distribution when (g a , g b , g c ) ∈ ∆rand . Recall that
SIEGO and SEGO are only used when resEGO = N , which means that m1 6= m2 . The
first steps of SIEGO compute a random input inE . These steps are independent of
the value g c and g b . The random value g a is used for the difference between the
blinding factors R1 and R2 . This difference is also random in SEGO . Therefore,
inE (m) as computed by SIEGO has same probability distribution as the input to
SEGO .
The simulator SIEGO uses g b in place of g z2 , giving 2 = (g b )m̂ (g b )R1 (x1 −x2 ) (g c )x2 .
Both b and z2 are random. The value z2 is used to compute 2 in SEGO . It is also
used to compute ϕ2 , whereas in SIEGO g c is used. In both simulators the value 2 is
independent from ϕ2 . Also Q2 depends in ϕ2 in the same way in both simulators,
which is also true for the remaining values.
The only difference between SEGO and SIEGO lies in SEGO rewinding the EPSI
protocol. We can look at this rewinding as two parallel executions of SEGO instead,
using the same random strings and inputs, but different oracles. All information
published up to the oracle’s question is the same in both executions. Therefore
rewinding does not affect the probability distribution of VSEGO , providing that P1
passes EPSI with non-negligible probability.

5.4

Comments to the EGO Protocol

So far we have assumed that the two players are fair. That is, a player does not
terminate the protocol prematurely after it gets enough information to compute
the answer, but before the other player has enough information to easily compute
the answer.
If we assume that a player is not fair, then the critical point in the EGO protocol
is when publishing βi , round 7 in the EGO protocol. Before this round the messages
being published are all about computing (α, β), the message we intend to egodecrypt. They do not give any player an advantage in decrypting and getting hold
of the answer before the other player.
If we still want the resulting protocol to be as fair as possible, i.e., a corrupt
player should not get a bigger advantage than a single bit at any point, we need to
replace round 7. Here follows an outline of what to do.
Instead of publishing βi , player Pi publishes some commitment to βi . We want
the commitment scheme to be such that a commitment can be used to prove that βi
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is computed as the protocol indicates, i.e., that logβ βi = logg (yi ), without revealing
neither xi nor βi . We also want the commitment scheme to be such that you can
open the commitment slowly, giving the opposing player an advantage of at most
a one bit.
On an even more informal note, we can replace the BETA proof with a circuit
which takes the bits of βi as input. If we let player Pi commit to each bit in βi
separately (using a commitment key for each bit), then for each bit it is possible
to build a circuit that computes the committed bit, using the commitment key as
input. Consequently, it is possible to construct one circuit computing the whole
problem. Player Pi can prove that he has commitment keys for which the circuit
produces accepting output. Since there exists a zero-knowledge proof for every N P
statement, and the commitment scheme and the proof of correctness of βi can be
reduced to an N P statement, then we can state that there exists a commitment
scheme that fulfills our requirements. The players can now open their bits, bit by
bit.
We see here that there is a tradeoff between fairness and efficiency. Making the
protocol fair, forces us to use to the general solution of multi-party computation
which is inefficient.

5.4. Comments to the EGO Protocol
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SIEGO ’s input: (p, q, g)k , h, (g a , g b , g c ), m̂1 , m̂2 .
SIEGO ’s output: VSIEGO
1. Compute public and private keys for P1 and P2 . This gives SIEGO access
to both private keys, x1 and x2 .
2. Select R1 ∈R Zq and compute and encryption of m1 = g m̂1 as
(γ1 , δ1 ) = (g m̂1 y1R1 , g R1 ).
Compute an encryption of m2 as
(γ2 , δ2 ) = (g m̂2 g x2 R1 /(g a )x2 , g R1 −a ).
Let
(, ϕ) = (γ1 /γ2 , δ1 /δ2 ) = (g m̂ g x1 R1 −x2 R1 +x2 a , g a ),
where m̂ = m̂1 − m̂2 .
3. Select r2 ∈R Zq and compute C2 .
4. Let 2 = (g b )m̂ (g b )R1 (x1 −x2 ) (g c )x2 and run SIM,2 . If SIM,2 outputs ERR
let resSIEGO = ERR.
5. Let ϕ2 = g c and run SIMϕ,2 . If SIMϕ,2 outputs ERR let resSIEGO = ERR.
6. Let G21 = g x2 R1 and run EGO − O.
7. Let Q2 = ((g b )R1 /g c )x1 and run SIMQ,2 . If SIMQ,2 outputs ERR let
resSIEGO = ERR.
8. Let T2 = (g b )x2 R1 and SIMT,2 . Let resSIEGO = ERR if SIMT,2 outputs
ERR.
9. Compute β = ϕ1 ϕ2 and β2 = β x2 and run BETA.
Let VSIEGO = resSIEGO , {yi , xi , (γi , δi ), Ci , i , ϕi , Gij , Qi , Ti , βi : i, j = {1, 2}, i 6=
j}, and all views from EPSI, PHI, EGO − O, EGO − Q, EGO − T, BETA, and
their simulators.
Figure 5.4. The SIEGO protocol
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Chapter 6

Multi-party Plain-text Equality
Testing
In the previous chapter we looked at the case where two players publicly compare
the underlying plain-texts of given encrypted inputs using their own public keys
for encryption. We extend the protocol and let n players compare the underlying
plain-texts of two encryptions. In this chapter we assume that both messages are
encrypted using the same public key, and that each of the n players holds a share
of the private key. We call this comparison protocol the plain-text equality test,
or PET. We present all the details of this protocol together with proofs of its
correctness. We also study the sequential composition of PET, which we call SEQ,
and show its correctness.
The problem of testing plain-text equality was outlined in [JJ00], in the context
of electronic auctions. The protocol in [JJ00] lacks in details, and no formal proofs
of correctness is given.
Our contribution is to fill in the necessary details of the PET-protocol and
to prove that the resulting protocol is complete, sound, and computational zeroknowledge in the presence of a static adversary corrupting up to a minority of the
players. This is done in the random oracle model and assuming the hardness of
the decisional Diffie-Hellman problem. We also prove that sequential composition
of PET using the same set of encryption keys in each execution of PET is complete,
sound, and zero-knowledge.
Independent of our work, [MSJ02] presented a more complicated version of the
PET-protocol as a building block for threshold key-exchange. Their paper gives a
proof sketch of computational zero-knowledge of the threshold key-exchange protocol. That proof sketch and our proof are similar in structure, our proof being
essentially simpler. Briefly, proving computational zero-knowledge of a protocol
means showing computational indistinguishability between two probability distributions: one produced by a real run of the protocol and one produced by simulating
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the protocol [GMR89]. In some cases, it is necessary to introduce intermediate probability distributions, to form a sequence with the above distributions at its ends.
One proves then that each pair of neighboring distributions is computationally
indistinguishable.
In our proof, we use two such intermediate distributions, while [MSJ02] need
six. Their longer and more laborious proof is partially due to their protocol being
more intricate.

6.1

The Current Setting

The PET protocol is run by n players P1 , . . . , Pn . These are modeled as described in
Chapter 3. When started, the players get the security parameter k as input. The
number n is polynomially related to k. The players communicate via a bulletin
board.
An adversary A corrupts up to t = bn/2c − 1 players, which always gives a
majority of honest players. For simplicity, we assume that A corrupts t players in
the rest of the chapter. The proofs can easily be extended to cases where A corrupts
< t players. As the protocol is symmetric, we can assume that the corrupt players
are P1 , . . . , Pt , without loss of generality. Consequently, players Pt+1 , . . . , Pn are
assumed honest. Recall from Chapter 3 that A denotes the set of players corrupted
by A, and H denotes the set of honest players.

6.2

The Plain-text Equality Test Protocol

The main input to the PET protocol are two ElGamal encryptions (γ1 , δ1 ) and
(γ2 , δ2 ) of two unknown plain-text messages m1 and m2 , using the public key y. The
plain-text equality test takes these encryptions and determines whether m1 = m2
or not. The protocol reveals the result to each of the n players and to all observers.
Before being able to run PET, the participating players must jointly produce
a random discrete-log instance, a random generator h and ElGamal keys and keyshares on input k and t.
The homomorphic property (2.5) gives that (γ1 /γ2 , δ1 /δ2 ) is an ElGamal encryption of m1 /m2 . From now on (, ϕ) = (γ1 /γ2 , δ1 /δ2 ) denotes the encryption of
m = m1 /m2 . We have the fact that m = 1 if and only if m1 = m2 . Therefore,
decrypting (, ϕ) reveals if we have equality or not. Unfortunately, when m1 6= m2 ,
m reveals more information than only non-equality.
To hide this information, we proceed as in Chapter 5.1. That is we compute
and decrypt (z , ϕz ) instead, where z ∈ Zq is random and unknown to the players.
For z ∈ Zq , the pair (α, β) = (z , ϕz ), is an encryption of mz . We observe that
given an element x ∈ Gq and z ∈R Zq , we have xz ∈R Gq . This means that if z is
randomly chosen then mz ∈R Gq for m 6= 1. If m = 1 then mz = 1. As long as z is
unknown, decrypting (α, β) gives information only about equality.

6.2. The Plain-text Equality Test Protocol
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Public input: (p, q, g)k , h, t, ElGamal encryption (, ϕ), public ElGamal key
y, public shares yi of a distributed ElGamal key, for all players P1 , . . . , Pn .
Pi ’s private input: xi such that g xi = yi .
PET’s output: E if βαx = 1, N if βαx 6= 1, or one of F , Fϕ , Fβ , V IO
The protocol for player Pi runs as follows:
Round 1.
• Choose randomly zi , ri ∈ Zq .
• Let Ci ← g zi hri , the Pedersen commitment to zi .
• Publish Ci .
Round 2.
• Let i ← zi .
• Publish i .
• Run EPSI. If EPSI outputs ACC then continue, otherwise if EPSI
outputs REJ then publish F and terminate.
Round 3.
• Let ϕi ← ϕzi .
• Publish ϕi .
• Run PHI. If PHI outputs ACC then continue, otherwise if PHI outputs REJ then publish Fϕ and terminate.
Round 4.
• Compute α =

Qn

i=1 i

and β =

Qn
i=1

ϕi .

• Let βi ← β xi .
• Publish βi .
• Run BETA. If BETA outputs F 3 such that |F 3| > n − (t + 1) then
publish Fβ and terminate, otherwise continue.
/ F 3, and compute α/β x
Round 5. Compute β x using t + 1 values βj where Pj ∈
Figure 6.1. The PET protocol
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The main issue of the protocol is to compute (z , ϕz ) without any player or
coalition of players knowing z or being able to affect its randomness. Pedersen
commitments and the sub-protocols from Chapter 4 are used in this process and
during the decryption of (α, β). We call these sub-protocols EPSI, PHI and BETA.
They are described in Section 6.3. Figure 6.1 shows the PET protocol in detail.
Recall that the execution is synchronous, i.e., players are expected to await the
publishing of all the players’ results before proceeding with the publishing in the
next step. If a player observes another player violating this convention, then he
publishes V IO and the execution of PET is terminated prematurely. The result of
PET, to which we refer as resPET , can be one of the following:

E

when (α, β) decrypts to 1.

N

when (α, β) does not decrypt to 1.

F

when the output of EPSI is REJ.

Fϕ

when the output of PHI is REJ.

Fβ

when the output of BETA ≥ n − (t + 1).

V IO

when a player publishes prematurely.

Let F AIL be the event when one of F , Fϕ , Fβ , V IO occurs. If a player F AILS
to either publish a result in time or to pass a proof he is disqualified. If F AIL occurs
in the BETA protocol we simply exclude the erroneous player and proceed. As long
as at most t players fail, the result is recoverable. It is not possible to bias it by
excluding values. In all other cases we abort the execution and restart the protocol
without the disqualified players.

6.3

The Sub-Protocols used in PET

The PET protocol executes the two sub-protocols described in Chapter 4 on different inputs. We choose to give these executions different names to simplify the
presentation and the proofs of the PET protocol. We call these executions EPSI,
PHI and BETA.
The EPSI protocol is an execution of the COM protocol described in Chapter
4.2. It deals with making sure that players use the values to which they committed
without explicitly opening the commitments. The EPSI protocol is discussed in
Section 6.3.1.
The two other sub-protocols, PHI and BETA are executions of the DLOG protocol
from Chapter 4.1. These ensure that published data are correct tuples in ∆DDH .

6.3. The Sub-Protocols used in PET
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Their details are specified in sections 6.3.2 for PHI, and 6.3.3 for BETA.
The DLOG and COM protocols are presented in Chapter 4 together with proofs
of completeness, soundness, and zero-knowledge. From these proofs it follows that
EPSI, PHI and BETA are complete, sound, and zero-knowledge.

6.3.1

The EPSI Protocol

The EPSI protocol is an execution of the the COM protocol on public input (p, q, g)k ,
h, , i , Ci and private input zi = logi , and ri such that Ci = g zi hri . The output of
COM is the set of all complaints. When this set is empty we say that EPSI outputs
ACC, otherwise it outputs REJ.
To show that COM is zero-knowledge we built the simulator SIMCOM (Figure 4.6)
simulating the output of the honest players, and the simulator SIMCOM,i (Figure 4.5)
simulating the output of a single honest player. When we simulate honest players
running the EPSI protocol we refer to the simulators as SIM and SIM,i .

6.3.2

The PHI Protocol

The PHI protocol is an execution of the DLOG protocol run on public input (p, q, g)k ,
(, i , ϕ, ϕi ) and private input zi = log i . The goal of PHI is for each player Pi to
convince all other participating players that both i and ϕi were constructed using
0
the same exponent. More specifically, given i = zi and ϕi = ϕzi each Pi shows
that zi0 = zi without revealing zi and zi0 . The output of DLOG consists of the set
MDLOG , which is the set of complaints filed by the verifying players. We say that
PHI outputs ACC if MDLOG = ∅, otherwise PHI outputs REJ.
To show that DLOG is zero-knowledge we built the simulator SIMDLOG (Figure
4.3) simulating the output of the honest players, and the simulator SIMDLOG,i (Figure 4.2) simulating the output of a single honest player. When we simulate honest
players running the PHI protocol we refer to the simulators as SIMϕ and SIMϕ,i .

6.3.3

The BETA Protocol

The BETA protocol is an execution of the DLOG protocol run on public input
(p, q, g)k , (g, yi , β, βi ), and private input xi = logg (yi ), we refer to the protocol as
BETA. The goal of BETA is for each player to convince all other participants that
the value βi is correctly constructed. This means showing logβ βi = logg yi without
revealing xi . The output of DLOG consists of the set MDLOG of complaints filed by
the verifying players. We define the output of BETA to be the set of players who
have one or more complaints published against them.
To show that DLOG is zero-knowledge we built the simulator SIMDLOG (Figure
4.3) simulating the output of the honest players, and the simulator SIMDLOG,i (Figure 4.2) simulating the output of a single honest player. When we simulate honest
players running the BETA protocol we refer to the simulators as SIMβ and SIMβ,i .
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6.4

Completeness, Soundness and Zero-knowledge
for PET

Theorem 6.1. The PET protocol is complete, sound and zero-knowledge in the
presence of a static adversary corrupting up to a minority, under the decisional
Diffie-Hellman assumption and in the random oracle model.
Proof. To simplify presentation we divide this proof into three lemmas which we
treat separately. These lemmas are: Lemma 6.2 showing completeness, Lemma 6.3
showing soundness, and Lemma 6.4 showing zero-knowledge.

6.4.1

The Completeness of PET

The PET protocol is complete if players learn whether m = 1 or m 6= 1 with
overwhelming probability, under the condition that all players follow the protocol.
Lemma 6.2. If all players follow the protocol, and if m = 1, then resPET = E
with probability 1. If m 6= 1, then resPET = N with probability (q − 1)/q.
Proof. The result of PET is based on the result of the division α/β x , where (α, β)
is an ElGamal encryption of mz , for z ∈R Zq .
If m = 1, then for any number z ∈ Zq , mz = 1 mod p. Therefore resPET is
always E when m = 1.
If m 6= 1, then resPET = N for all z except z = 0, when p is prime. With
z = 0, mz = 1 mod p, and resPET = E. Since z is random and uniformly
distributed in Zq the probability that z = 0 is 1/q.
If all players are honest, i.e., follow the protocol, then resPET never equals F AIL.

6.4.2

The Soundness of PET

The PET protocol is sound if a group of players cannot change the output of PET
and get away with it, except with negligible probability. Changing the outcome of
PET means changing the result of α/β x from 1 or to 1.
Lemma 6.3. The probability is negligible that an adversary A efficiently changes
the output of PET from E to N or from N to E.
Proof. We assume that EPSI and PHI output ACC and that BETA outputs an
empty set. This means that we have log (i ) = logϕ (ϕi ) and logg (yi ) = logβ (βi )
for all i = 1, . . . , n, except with negligible
probability.
Q
Q

=
(mg Rx )z and β = i ϕi = (g R )z , where
The
PET
protocol
gives
us
α
=
i i
P
z = i zi and R is the random number used for encryption. The output of PET
depends on the result of α/β x = mz .
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Case m = 1 (resPET = E to be changed to resPET = N ):
We have the fact that mz = 1 for all a if m = 1. This implies that PET’s
output can not be changed from E to N .
Case m 6= 1 (resPET = N to be changed to resPET = E):
We make the observation that if m 6= 1 then mz = 1 mod p iff z = 0. In other
words,
Pto change the PET protocol’s result the zi -values must be adapted so
that i zi = 0.
We proved in Lemma 4.12 that if an adversary can change its zi values and
pass the EPSI protocol with non-negligible probability, we can use this adversary to compute logg (h) in expected polynomial time. This is assumed
impossible, which implies that the probability an adversary succeeds in adapting his zj values is negligible, as long as logg (h) remains unknown.

6.4.3

The Zero-knowledge of PET

Let I(m, t, k, n) be the set of all possible inputs, both public and private, for a
fixed message m, fixed polynomial of degree t, fixed security parameter k and
fixed number of players n. We can in fact assume a worst case m, since we are
using the non-uniform decisional Diffie-Hellman assumption. The set is defined by
all possible choices of discrete-log instance (p, q, g)k and random generator h, all
possible polynomials of degree t with coefficients whose encoding is of length ≤ k,
giving the public and private key and private key-shares to n players. The values t,
n, and k are implicit from now on. Let in(m) be a randomly and uniformly chosen
element from I(m). Let resPET (m) be the variable defined by the result of a run
of PET when run on input in(m) ∈R I(m).
For an adversarial Turing Machine A, let VPET (m) be the random variable
defined by the view of A during an execution of PET with H on input in(m).
We call this the adversarial view of a real run. Let DPET (m) be the probability
distribution of VPET (m), where the probability is taken over ranA , auxA , ranH , and
in(m).
We show that no polynomially bounded probabilistic adversary A can gain any
information running PET, except the result. To this end we construct a simulator
SPET (Figure 6.2 and 6.3), outputting a view indistinguishable from the adversarial
view. More formally stated:
Lemma 6.4. There exists a polynomially bounded probabilistic oracle Turing Machine SPET such that ∀A corrupting t or less players, and ∀m, SPET outputs a ranc
dom variable VSPET (m) with probability distribution DSPET (m) such that DSPET (m) ≈
DPET (m), under the non-uniform DDH assumption and in the random oracle model.
Proof. In this proof we present the simulator SPET , show that SPET runs in expected
polynomial time and show that the probability distribution of SPET ’s output is
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Public input: (p, q, g)k , h, , ϕ, y, {yi : i = 1, . . . , n}, resPET (m) ∈ {E, F , Fϕ }
SPET ’s private input: {xi : i = 1, . . . , t}
Public output: VSPET (m)
1. When resPET ∈ {E, F , Fϕ } run the following algorithm, otherwise run
the algorithm presented in Figure 6.3.
(a) For each player Pi ∈ H select zi , ri ∈R Zq , compute Ci = g zi hri .
(b) For each player Pi ∈ H compute i = zi and run EPSI. If EPSI
outputs ACC then continue, otherwise if EPSI outputs REJ then
let resSPET (m) = F .
(c) For each player Pi ∈ H compute ϕi = ϕzi and run PHI. If PHI
outputs ACC then continue, otherwise if PHI outputs REJ then let
resSPET (m) = Fϕ .
(d) For each player Pi ∈ H compute and publish βi ∀Pi ∈ H and run
SIMβ . If SIMβ ’s output contains ERR then let resSPET (m) = ERR.
If α/β x = 1 then resSPET (m) = E.
(e) If resPET (m) = E and resSPET (m) = E then VSPET (m) = resSPET (m),
y, (, ϕ), {yi , Ci , i , ϕi , βi : 1 ≤ i ≤ n} together with the
outputs from SIM , SIMϕ , and SIMβ . If resPET (m) = F and
resSPET (m) ∈ {F , Fϕ , E} then let VSPET (m) = contain all information up to the point of failure in PET. If resPET (m) = Fϕ and
resSPET (m) ∈ {Fϕ , E} then output all information up to the point of
failure in PET. Otherwise restart SPET (when resPET (m) = Fϕ and
resSPET (m) = F or when resSPET (m) = ERR).
Figure 6.2. The protocol for SPET on input resPET ∈ {E, F , Fϕ }
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Public input: (p, q, g)k , h, , ϕ, y, {yi : i = 1, . . . , n}, resPET (m) = N
SPET ’s private input: {xi : i = 1, . . . , t}
Public output: VSPET (m)
1. When resPET = N run the following algorithm, otherwise run the algorithm presented in Figure 6.2.
(a) For each player Pi ∈ H select s ∈R Zq and compute g s , y s , {yis : i =
1 . . . n}.
(b) For each player Pi ∈ H select zi , ri ∈R Zq , compute Ci = g zi hri .
(c) For each player Pi ∈ H compute i = zi and run EPSI. If EPSI
outputs REJ then let resSPET (m) = F .
(d) Rewind EPSI to get a new question to the oracle and a new oracle
challenge and compute (zj , rj ) for all Pj ∈ A.
Q
(e) For each Pi ∈ H\Pn let ϕi = ϕzi . For Pn let ϕn = g s / n−1
i=1 ϕi ,
where for all Pj ∈ A use ϕj = ϕzj using the computed zj .
(f) For players Pi ∈ H\Pn run PHI. For player Pn run SIMϕ,n . If
SIMϕ,n produces
PHI outputs REJ then let resSPET (m) = Fϕ . If Q
an ERR-message then let resSPET (m) = ERR. If nj=0 ϕi 6= g s let
resSPET (m) = BAD. Otherwise compute α and β as defined in PET.
For all Pi ∈ H βi = yis , and β x = y s .
(g) Run SIMβ . If SIMβ ’s output contains ERR then let resSPET (m) =
ERR. If α/β x 6= 1 then resSPET (m) = N , if α/β x = 1 then
resSPET (m) = E.
(h) If resPET (m) = N and resSPET (m) = E, N then VSPET = resSPET (m),
y, (, ϕ), {yi , Ci , i , ϕi , βi : 1 ≤ i ≤ n} together the outputs from
SIM , SIMϕ and SIMβ . If resSPET (m) ∈ {F , Fϕ , ERR} then restart
SPET . If resSPET (m) = BAD then let VSPET = BAD.
Figure 6.3. The protocol for SPET on input resPET = N
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computationally indistinguishable from DPET (m). Let 2T be the time it takes to
compute logg (h).
The simulator SPET :
SPET is a probabilistic Turing Machine with an internal random string ranS
and with access to the random oracle O and to A’s private input and auxiliary
input auxA . SPET runs the algorithm described in Figure 6.2 and Figure 6.3,
using A as a black-box and the simulators SIM , SIMϕ , and SIMβ . Using the
same A in both PET and SPET means that A’s output has the same probability
distribution, as long as the probability distributions of the views created by
PET and SPET are computationally indistinguishable.
Input to SPET is in(m) ∈R I(m), resPET (m), and the shares of the private
key for the corrupt players. Note that we solely look at such resPET (m) that
have a non-negligible probability of occurring. We write resPET when m is
implicit.
Let VSPET (m) be the random variable denoting the output of SPET when run
on random input in(m) and let DSPET (m) be the probability distribution of
VSPET (m), where the probability is taken over ranA , auxA , ranSPET , and in(m).
The simulators of the sub-protocols each output a view which is incorporated
in VSPET (m).
Depending on the value of resPET , SPET runs one of two different algorithms.
With resPET ∈ {E, F , Fϕ }, SPET runs the algorithm in Figure 6.2. The simulation is straightforward, the only obstacle being in step 1d: the computation
of βi for all Pi ∈ H, without having access to their private shares xi . To compute βt+1 , . . . , βn we use (2.9) with β1 , . . . , βt , (which are computed using the
private shares of P1 , . . . Pt to which SPET has access) and using the fact that
β x = α.
On input resPET = N SPET ’s algorithm is more complex. This algorithm is
shown
in Figure 6.3. The main idea is for SPET to adapt its output so that
P
zi is known to SPET . To do so SPET must rewind EPSI to find (zj , rj ) for all
Pj ∈ A. If a player fails during the first execution of EPSI then SPET outputs
F and restarts. When we restart SPET we do so with a new random string
ranSPET . When all players have passed EPSI the rewinding process starts. This
process continues until all corrupt players have passed EPSI twice. If, after
2T tries a player Pj still has not passed EPSI twice then we let SPET compute
(zj , rj ) from j and Cj . The probability distribution of the output (the view)
is not affected by this rewinding since we never discard a run of SPET because
of the rewinding. Also SPET may fail to terminate if some Pj ∈ A publishes
ϕj 6= ϕzj and succeeds with PHI (which happens with negligible probability,
Lemma 4.2). In such a case SPET registers BAD and terminates.
The running time of SPET :
On input resPET (m) ∈ {E, F , Fϕ } SPET ’s algorithm contains no internal
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loops. One round in the algorithm runs in time polynomial in k. From
Lemma 4.4 we have resSPET (m) = ERR by the BETA protocol with negligible
probability. If we recall that SPET only runs on such resPET (m) that have a
non-negligible probability of occurring, then it is clear that SPET is restarted
at most a polynomial number of times.
When run on input resPET (m) = N SPET ’s running time is more complex.
Each step runs in polynomial time, but the algorithm contains a loop. We
need to look closer at the expected number of iterations in this loop. Here
follow some helpful definitions. Let RW be the number of times SPET rewinds
EPSI. Let RW(zi ,ri ) be the number of rewindings needed to extract (zi , ri ).
The expected number of rewindings E[RW ] = max{E[RW(zi ,ri ) ] : ∀Pi ∈ A}.
Let P ASSi be the event that player Pi passes EPSI. We know that the
probability is non-negligible that A passes all proofs. This follows from the
fact that the probability is non-negligible that resPET (m) = N . This means
that Pr[P ASSi ] > 1/poly(k).
Let V be the random variable defined by the value of the random bits used
in SPET up to the oracle challenge in EPSI, and let v be an instance of V .
Let Vj = {v|2−(j+1) < Pr[P ASS|v] ≤ 2−j }, be the subset of all bit strings
resulting in P ASS. The average number of tries Pi needs to pass EPSI using
v ∈ Vj is < 2j+1 . If the number of iterations is larger than 2T then SPET
computes (zi , ri ). This gives the expected number of iterations taken over all
j’s is

E[# of iterations] =

∞
X

E[#tries with v ∈ Vj ]Pr[P ASSi ∩ V ∈ Vj ]

j=1

≤

T
X

(2j+1 2−j ) +

=

2+

1

=

2T +1 2−j

j=T +1

j=1
T
X

∞
X

2T + 2.

2T +1 2−(T +1)
1 − 2−1
(6.1)

The expected number of iterations needed to extract (zi , ri ) for all corrupt
players Pi is E[RW ] = max{E[RW(zi ,ri ) ] : ∀Pi ∈ A} < 2T + 2. After this a
player in A may fail in one of the remaining proofs, but we know that A runs
to the end with non-negligible probability. Consequently SPET is restarted at
most a polynomial number of times on the average.
The conclusion of this reasoning is that SPET runs in expected polynomial
time on input N and in polynomial time on input E, F , and Fϕ .
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The probability distributions:
The next step in the proof is to show that DSPET (m) is computationally indistinguishable from DPET (m) ∀m ∈ Gq . Let us take a closer look at DPET (m).
This distribution can be divided into the following disjoint parts:

DPET (m) =

DPET (m, resPET (m) = E)||DPET (m, resPET (m) = N )||
DPET (m, resPET (m) = F )||DPET (m, resPET (m) = Fϕ ).
(6.2)

A similar partitioning can be done to DSPET (m):
DSPET (m) =

DSPET (m, resSPET (m) = E)||DSPET (m, resSPET (m) = N )||
DSPET (m, resSPET (m) = F )||DSPET (m, resSPET (m) = Fϕ )||
(6.3)
DSPET (m, resSPET (m) = ERR).

Let res be the variable defined by one of the values E, N, F , or Fϕ . To show
c
c
that DSPET (m)≈DPET (m) it is enough to show DSPET (m, res)≈DPET (m, res)
for each m and for each value of res where Pr[resPET (m) = res] is nonnegligible. If DSPET (m) and DPET (m) are distinguishable then DSPET (m, res)
and DPET (m, res) must be distinguishable for at least one value of res.
– DSPET (m, F ) = DPET (m, F ) and DSPET (m, Fϕ ) = DPET (m, Fϕ ): Recall that F means that one or more players fails in EPSI and that Fϕ
means that one or more players fails in PHI. When resPET (m) = F
(resPET (m) = Fϕ ) then SPET ’s algorithm for player Pi is identical to
PET up to and including EPSI (PHI). None of these steps involve any
private input, they only involve public input and randomly chosen and
uniformly distributed elements. The probability distribution of SPET ’s
output is therefore identical to the probability distribution of the output
from PET.
s

– DSPET (m, E)≈DH (m, E): We show computational indistinguishability
separately for m = 1 and for m 6= 1.
Case m = 1: When resPET (1) = E is in fact DSPET (1, E) is statistically indistinguishable from DPET (1, E). Statistical indistinguishability
implies computational indistinguishability.
The only difference between a real run of PET and SPET run on input
in(1) and resPET (1) = E, lies in the difference between the adversarial
view of BETA and the view SIMβ outputs. Lemma 4.5 states that the
view computed in SIMβ is statistically indistinguishable from that of
s
BETA. Therefore we can conclude that DSPET (1, E)≈DPET (1, E).
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Case m 6= 1: Recall that we show computational indistinguishability
only for such resPET (m) that occur with non-negligible probability. The
proof of soundness of PET shows that Pr[resPET (m) = E|m 6= 1] is
negligible.
c

– DSPET (m, N ) ≈ DPET (m, N ): Once again we show computational indistinguishability separately for m = 1 and for m 6= 1.
Case m = 1: As shown in the proof of soundness of PET Pr[resPET (1) =
N ] is negligible. Therefore this case is never simulated.
c

Case m 6= 1: To show DSPET (m, N )≈DH (m, N ) for m 6= 1, we introduce an additional Turing Machine SIPET , which defines the intermediate
0
(m). SIPET is described in
probability distributions DSIPET (m) and DSI
PET
detail in Section 6.4.4. Lemma 6.5, 6.7 and 6.8 show that
s

c

c

0
0
(m, N ) ≈ DSI
(m, N ) ≈ DSPET (m, N )
DPET (m, N ) ≈ DSI
PET
PET

for m 6= 1. Thus, DPET (m, N ) is computationally indistinguishable from
DSPET (m, N ) for all m 6= 1.
Conclusion: For each result of PET that occurs with non-negligible probability, the distributions DSPET (m, res) and DPET (m, res) are computationally indistinc
guishable. We can therefore conclude that DSPET (m)≈DPET (m).

6.4.4

The Intermediate Simulator SIPET

This section is a detailed description of the probabilistic Turing Machine SIPET used
in the proof of Lemma 6.4. SIPET has an internal uniformly distributed random
string ranSIPET ∈ {0, 1}∗ , access to the random oracle O, and black-box access to A
and to A’s auxiliary input auxA , and runs the algorithm described in Figure 6.4.
Input to SIPET is a random discrete-log instance (p, q, g)k , a random generator h, a
value m̂ such that m = g m̂ , and a triple (g a , g b , g c ) in ∆DDH or in ∆rand .
c
Our goal is to show DSPET (m, N ) ≈ DPET (m, N ). For this purpose we build
a chain of four probability distributions, including DSPET (m, N ) and DPET (m, N ),
where each neighboring pair is indistinguishable. The simulator SIPET produces the
remaining two probability distributions. SIPET uses ϕ = g a , g zn = g b and ϕn = g c .
The simulator outputs the random variable VSIPET (m).
0
(m, N ).
When c = ab, we call the probability distribution of SIPET ’s output DSI
PET
The probability is taken over ranA , ranSIPET , (p, q, g)k , h, auxA , m̂, and (a, b, c).
0
(m, N ) is indistinguishable from DPET (m, N ) by Lemma 6.5.
The distribution DSI
PET
When c ∈R Zq , we call the probability distribution of VSIPET (m, N ) DSIPET (m, N ).
0
(m, N ) and from DSPET (m, N ) by
DSIPET (m, N ) is indistinguishable from both DSI
PET
lemmas 6.7 and 6.8.
Since SIPET gets extra information (m̂) we must use the non-uniform DDH
assumption to show computational indistinguishability. If we consider random m
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Public input: (p, q, g)k , h
SIPET ’s private input: (g a , g b , g c ), m̂
Public output: VSIPET (m)
1. Compute a set of keys and key-shares by running the simulator for the
joint key-sharing protocol used. It gives SIPET access to x1 , . . . , xn and it
outputs y, y1 , . . . , yn .
2. Compute an encryption (, ϕ) of m by letting ϕ = g a and  = mϕx =
m(g a )x .
3. For players Pi ∈ H\Pn run PET. To produce player Pn ’s output do the
following:
(a) Select rn ∈R Zq . Let Cn = g b hrn .
(b) Let n = (g b )m̂ (g c )x , and run SIM,n . If SIM,n ’s output contains
ERR then let resSIPET (m) = ERR.
(c) Let ϕn = g c and run SIMϕ,n . If SIMϕ,n ’s output contains ERR then
let resSIPET (m) = ERR.
(d) Run round 4 and 5 as described in PET. SIPET has the private
shares of all players and can compute βi for all honest players and
run BETA.
4. If F or Fϕ is registered then restart the protocol.
Otherwise let VSIPET (m) = resSIPET , y, (, ϕ), {yi , Ci , i , ϕi , βi : 1 ≤ i ≤ n},
and the views from the sub-protocols and their simulators.
Figure 6.4. The protocol for SIPET

or m produced such that m̂ is easy to compute, then we have uniformity. For all
random choices of (p, q, g)k , h, a, b ∈ Zq , and ranSIPET ∈ {0, 1}∗ , the first steps of
SIPET compute a random instance in(m) ∈ I(m).
From lemmas 4.9 and 4.4 we see that the probability is negligible that SIM,n
or SIMϕ,n registers ERR, i.e., that SIPET registers ERR.
0
(m, N ).
Lemma 6.5. DPET (m, N ) is statistically indistinguishable from DSI
PET

Proof. The output from SIPET for players Pi ∈ H\Pn is distributed exactly as in
PET, since it is generated by running PET.
We have n = zn = (g m̂ ϕx )zn = (g b )m̂ (g c )x and ϕn = g c . With c = ab,
we have logg (ϕn ) = logg (ϕ) logϕ (ϕn ) and logg (n ) = logg () log (n ), which agrees
with their construction in PET and are thus correlated to each other just as in PET.
Since SIPET does not know a or b it runs SIM,n and SIMϕ,n to produce output for Pn

6.4. Completeness, Soundness and Zero-knowledge for PET

67

with correct probability distribution. The probability distribution for Pn ’s output
is exactly the same as given by PET, as long as there are no oracle collisions,
i.e., SIM,n or SIMϕ,n output ERR, which occurs with negligible probability. We
s
0
(m, N )≈DPET (m, N ).
conclude that DSI
PET
Lemma 6.6. SIPET terminates in time polynomial in k.
Proof. SIPET ’s algorithm contains no loops and no individual step is more than
polynomial in k. Consequently one run through the algorithm runs in polynomial
time. We restart at most a polynomial number of times, since SIPET is used with
such A and m that give N as result with non-negligible probability.
0
Lemma 6.7. The distribution DSI
(m) is computationally indistinguishable from
PET
DSIPET (m) under the non-uniform decisional Diffie-Hellman assumption and in the
presence of a static adversary A of size ≤ t and ∀m 6= 1.

Proof. Let us assume the opposite, i.e., that distribution DSIPET (m) is computation0
(m). This implies that there exists a
ally distinguishable from distribution DSI
PET
0
(m) and
probabilistic polynomial time TM M that can distinguish between DSI
PET
DSIPET (m). If SIPET runs in polynomial time, we can construct a machine M 1,
using M as a subroutine, that solves the non-uniform DDH-assumption in polynomial time. As input M 1 gets a random discrete log instance (p, q, g)k , a triple
(g a , g b , g c ) in either ∆DDH or in ∆rand , m̂ such that m = g m̂ and access to S1 and
to an adversary A of size t.
M 1 chooses a random generator h and runs S1 on this input. Using S1’s output,
M can break the non-uniform DDH-assumption efficiently. On this basis, we state
0
(m).
that DS1 (m) is computationally indistinguishable from distribution DS1
c

Lemma 6.8. DSIPET (m, N ) ≈ DSPET (m, N )
Proof. As mentioned in Lemma 6.4, if resPET (m) = N then SPET only runs simulations on input m 6= 1, since the probability that PET outputs N with m = 1
is negligible. The first steps of SIPET produce in(m) ∈R I(m) for fixed m. The
probability of the remaining steps in SIPET is taken over in(m), ranPET , ranA ,
(g a , g b , g c ), and the random oracle O.
For all players Pi ∈ H\Pn the values for Ci , i , and ϕi are computed in the same
way in both SPET and SIPET , i.e., by running the algorithm described in PET. Both
simulators also run EPSI and PHI. Up to this point, for players , Pi ∈ H\Pn the only
difference between SPET and SIPET ’s algorithm lies in SPET in the rewinding in EPSI.
We can see this rewinding as two parallel executions of SPET instead. Each thread
using the same ranA , ranPET , and in(m), but different random oracles. Therefore
all information published up to the oracle question is the same in both executions.
Only one of the executions is run to the end. The view of SPET consists of this
run. Therefore the rewinding process does not affect the probability distribution of
VSPET (m) under the condition that A passes EPSI with non-negligible probability.
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For player Pn in simulator SIPET , the exponent zn (= b) is unknown when computing Cn . But still it is random in Zq . This gives the same probability distribution
as Cn has in SPET . Next the value for n is published and in both simulators it
consists of  and an exponent random in Zq . In both cases this is the only place this
exponent is used alone. In SIPET this exponent, zn = bm̂+cx, is unknown, therefore
it is necessary to run SIM,n . By Lemma 4.9 we have that SPET and SIPET ’s output
views, for player Pn , are statistically indistinguishable up to this point.
In SPET the value ϕn is uncorrelated with n . In SIPET the variable ϕn is comcx+bm̂
because
puted by using the random g c . This value is uncorrelated with =
ng
b is also random in Zq . Both simulators make use of SIMϕ,n . These outputs differ only when SPET outputs a BAD message, which occurs only with negligible
probability.
The βi -values are, in both simulators, consistent with the published yi values.
SPET runs SIMβ and SIPET runs PET. From Lemma 4.5 we have that these views
are statistically indistinguishable.
The conclusion of the above is that the outputs of SIPET and SPET are statistically
indistinguishable from one another, as long as no BAD message is registered. The
probability of getting a BAD message is negligible (Lemma 4.2). Using the same
c
arguments as in proof of Lemma 4.9, it is clear that DSPET (m, N ) ≈ DSIPET (m).

6.5

SEQ - Sequential Composition of the Plain-Text
Equality Test

When using PET, we most probably want to make comparisons of several encryptions, all encrypted with the same key. In other words, we want to run PET several
times using the same discrete-log instance, the same random generator h and the
same set of keys and key-shares. To this end we define the sequential plain-text
equality test, SEQ, which consists of K sequential executions of the PET protocol
run on the same parameters, except for the encryptions being compared, in each execution. The value K is polynomial in the security parameter k. The SEQ protocol
is presented in figure 6.5.
We have up to 2K ElGamal encrypted messages we want to compare pairwise.
These are known before running the SEQ protocol. For each pair we want to
compare, we divide the encryptions by each other. By the homomorphic property
of ElGamal, the resulting quotient is an encryption of the quotient of the plaintext messages of the two encryptions. We call the resulting ElGamal encryption
(, ϕ). We let E(m̄) = (1 , ϕi ), . . . , (K , ϕK ) denote the set of K such pairwise
comparison encryptions, where (i , ϕi ) is an encryption of mi ∈ Gq . The vector
m̄ = m1 , . . . , mK .
Input to SEQ consists of a discrete-log instance (p, q, g)k , a random generator
h, keys and key-shares y, y1 , . . . , yn , x1 , . . . , xn , and the list E(m̄) of K ElGamal
encryptions.
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Public input: (p, q, g)k , h, y, {yi : i = 1, . . . , n}, {(i , ϕi ) : i = 1, . . . , K}.
Pi ’s private input: xi such that g xi = yi .
SEQ’s output: resSEQ (m̄)
• For j = 1, . . . , K run PET on (p, q, g)k , h, y, {yi : i = 1, . . . , n}, the
private shares and (j , ϕj ). The output is resSEQ (mj ).
Let resSEQ (m̄) = resSEQ (m1 )|| . . . ||resSEQ (mK ).
Figure 6.5. The SEQ protocol

For each encryption in E(m̄) SEQ runs the PET protocol. We refer to PETj
as the j:th execution of PET in SEQ. This execution of PET is run using the
encryptions (j , ϕj ). Let EPSIj , PHIj , and BETAj be the sub-protocols EPSI, PHI,
and BETA when executed in PETj . Let Cj,i be player Pi ’s commitment to zj,i
z
in PETj and let j,i = j j,i , ϕj,i = ϕj zj,i , etc. Let resSEQ (mj ) be the output of
PETj and let resSEQ (m̄) = resSEQ (m1 )|| . . . ||resSEQ (mK ) = {N, E, F AIL}K be the
output of SEQ.
Recall that each and every player is modeled by a probabilistic Turing Machine
with an auxiliary input tape. The auxiliary input tape gives each player access to
all public information from PET1 , . . . , PETj−1 when running PETj and also to his
own private information from these runs.

6.6

Completeness, Soundness, and Zero-Knowledge
for SEQ

Lemma 6.9. The SEQ protocol is complete, sound, and zero-knowledge in the
presence of a static and terminating adversary corrupting up to a minority, under
the non-uniform DDH-assumption and in the random oracle model.
Proof. To simplify presentation we divide this proof into its natural components,
and treat them separately; completeness in Lemma 6.10, soundness in Lemma 6.11,
and zero-knowledge Lemma 6.13.

6.6.1

The Completeness of SEQ

Lemma 6.10. The protocol SEQ produces outputs resSEQ (mj ) = N for mj 6= 1
and resSEQ (mj ) = E if mj = 1 with overwhelming probability, for j = 1, . . . , K
and providing that all players are honest.
Proof. This proof follows from the proof of completeness of the PET protocol. In
more detail, from Lemma 6.2 we have that one execution of PET is complete if
all players are honest, i.e., resSEQ (m) = E with probability 1 with m = 1. When
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m 6= 1 the probability is (q − 1)/q that resSEQ (m) = N . In SEQ each run of PET
is independent of the others when all players are honest and from this follows that
all output is correct with probability ≥ ((q − 1)/q)K , which is overwhelming when
K is polynomial and q exponential in the security parameter.
When we have an adversary A, we assume that it corrupts players P1 , . . . , Pt
before the protocol starts. The corrupt players remain corrupt throughout the
whole execution of SEQ. The remaining players Pt+1 , . . . , Pn are assumed honest.
The adversary’s output in PETj may depend on PET1 , . . . , PETj−1 , whereas the
honest players remain history independent.

6.6.2

The Soundness of SEQ

Lemma 6.11. The probability is negligible that A efficiently changes the output
of {resP ET (mj ) : j = {1, . . . K}} for j = {1, . . . K} from E to N or from N to E.
Proof. Again, this proof follows from the proof of soundness of the PET protocol.
Passing EPSIj , PHIj , and BETAj depends only on being able to compute a response
to the current oracle challenge. Since this challenge is truly random, looking at old
conversations gives no beforehand information about the oracle challenge and does
not increase the probability of passing.
We can assume that both EPSIj and PHIj output ACC, and that BETAj outputs
an empty set for all j = 1, . . . , K. Each execution of PET falls into one of two
possible cases. These are presented in the proof of Lemma 6.3, we refer to that
proof for the discussion. The probability is negligible that an adversary changes
any {resSEQ (mj )} for j = {1, . . . K}.

6.6.3

The Zero-Knowledge of SEQ

We define IK (m̄, k, n) to be the set of all possible input sets {(p, q, g)k , h, y, {xi , yi :
i = 1, . . . n}, E(m̄) to the PET protocol, that can be created using m̄, k, n, and
K. From now on we let the values t, k, and n be implicit. Let inK (m̄) ∈R IK (m̄)
for a fixed vector m̄. Let inK (m̄, j) be the subset of inK (m̄) containing only one
encryption, (j , ϕj ), the encryption of mj .
Let VSP ET (m̄) be the random variable defined by the adversarial view of an execution of SEQ with H on input inK (m̄). Note that all executions of PET use the
same discrete-log instance, the same public and private key and the same shares
thereof. We let also this fact be implicit. Let DSEQ (m̄) be the probability distribution of VSEQ (m̄), the probability taken over inK (m̄), ranA , ranH , and over
O.
We define the simulator SSEQ in figure 6.6. It simulates an execution of SEQ on
behalf of the honest players in order to show that SEQ is zero-knowledge, i.e., that
no polynomially bounded A can gain any information from running SEQ, apart
from resSEQ (m̄). SSEQ uses the adversary as a black-box asking it for output when
needed.
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SSEQ ’s input: (p, q, g)k , h, y, {y1 , . . . , yn }, {(i , ϕi ) : i = 1, . . . , K}, resSEQ (m̄),
xi ∀Pi ∈ A
SSEQ ’s output: VSSEQ (m̄)
For j = 1, . . . , K do the following:
– If resPET (mj ) ∈ {E, F AIL} run the algorithm of SPET given in figure
6.2 on the input given above together with the view of the previous
runs.
– If resPET (mj ) = N run the algorithm of SPET in figure 6.3 on the
input given above together with the view of the previous runs, i.e.,
(1, . . . , j − 1).
The output VSSEQ (m̄) consists of all public values produced by SSEQ , the
sub-protocols used in SSEQ and their simulators, i.e.,
VSSEQ (m̄) = {resSPET (mj ), y, (j , ϕj ), yi , Cj,i , j,i , ϕj,i , αj , βj , βj,i , : i =
1, . . . , n, j = 1, . . . , K} together with the views of the sub-protocols.
Figure 6.6. The protocol for SSEQ

The simulator SSEQ consists of K executions of SPET and runs in expected polynomial time (Lemma 6.12). We refer to the i:th run of SPET in SSEQ as SPET i .
Input to SPETi is resSEQ (mi ) and all information A has access to in a real run. In
each run of SPET i we use the same adversary, who has access to the views of the
previous executions of SPET i . The output of SSEQ is VSSEQ (m̄), which is the set of
all public information published throughout the execution of SSEQ . VSSEQ (m̄) has
probability distribution DSSEQ (m̄), where the probability is over inK (m̄), ranA , O
and ranSSEQ , the internal random string of SSEQ . If the output from SPETi does
not agree with resSEQ (mi ) then rerun the protocol. Each element in resSEQ (m̄)
occurs with non-negligible probability. We can say this since m̄ is fixed from start,
thus not letting the messages depend on results of previous evaluations. Since SSEQ
runs parts of SPET which may output the message BAD, then SSEQ ’s output may
contain a BAD-message. The probability is negligible that SPET outputs BAD,
and therefore SSEQ ’s output contains BAD with negligible probability.
Lemma 6.12. SSEQ runs in expected polynomial time.
Proof. In each round of SSEQ we run the algorithm of SPET . We have from Lemma
6.4 that the simulator SPET runs in expected polynomial time. As stated above
each of the K rounds in SSEQ is restarted at most a polynomial number of times.
If K is polynomial in k. We restart at most a polynomial number of times in SEQ.
This gives an expected polynomial running time for SSEQ .
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Lemma 6.13 Zero-knowledge of SEQ. There exists a simulator SSEQ having access to the same information as A and to resSEQ (m̄), that outputs VSSEQ (m̄) with
probability distribution DSSEQ (m̄) computationally indistinguishable from DSEQ (m̄).
Proof. In Figure 6.6 we construct the simulator SSEQ outputting VSSEQ (m̄) with
probability distribution DSSEQ (m̄). To show that DSEQ (m̄) is computationally indistinguishable from DSSEQ (m̄) we build a chain of computationally indistinguishable
distributions. For this purpose we construct the intermediate simulator SISEQ producing these intermediate probability distributions. These are described in detail
in Section 6.6.4. Lemma 6.14, 6.15, and 6.17 give that DSEQ (m̄) is computationally
indistinguishable from DSSEQ (m̄).

6.6.4

The Intermediate Simulator SISEQ

We aim to show that the probability distributions DSEQ (m̄) and DSSEQ (m̄) are computationally indistinguishable. For this purpose we introduce the intermediate simulator SISEQ , presented in figure 6.7. On input (g a , g b , g c ) it outputs the random
variable VSISEQ (m̄).
When (g a , g b , g c ) ∈ ∆DDH we refer to the probability distribution of VSISEQ (m̄)
0
(m̄). When (g a , g b , g c ) ∈ ∆rand we call the probability distribution of
as DSI
SEQ
0
(m̄) and DSISEQ (m̄) is taken over
VSISEQ (m̄) DSISEQ (m̄). The probability in DSI
SEQ
inK (m̄), a, b, c, ranSISEQ , ranA , and O. Lemmas 6.14, 6.15 and 6.17 state that
s

c

s

0
(m̄) ≈ DSISEQ (m̄) ≈ DSSEQ (m̄).
DSEQ (m̄) ≈ DSI
SEQ

With help of SISEQ we have now produced a chain consisting of four probability distribution, where each neighboring pair of distributions is computationally
indistinguishable. Recall that statistical indistinguishability implies computational
indistinguishability.
In more detail this is how SISEQ works. For each resSEQ (mj ) = N , SISEQ computes a new random and independent triple of the same kind as (g a , g b , g c ). The
method is described in Section 2.5.
Apart from the triple (g a , g b , g c ), input to the simulator consists of values
m1 , . . . , mK , and m̂j = logg (mj ) for such mj where resSEQ (mj ) = N . For all
resSEQ (mj ) = N , these values and the new triples are used to compute the encryptions (j , ϕj ). The remaining values in the protocol are computed as in SIPET . The
encryptions for all executions where resSEQ (mj ) = e are computed by selecting a
random value Rj ∈R Zq and computing (j , ϕj ) = (mj y Rj , g Rj ). The remaining
values are computed by running PET. This is possible since SISEQ has access to the
private key-shares of the honest players, and all other values depend only on the
honest players random strings.
From lemmas 4.9 and 4.4 we see that the probability is negligible that SIM,n
or SIMϕ,n registers ERR, i.e., that SISEQ registers ERR.
s

0
(m̄)
Lemma 6.14. DSEQ (m̄) ≈ DSI
SEQ

6.6. Completeness, Soundness, and Zero-Knowledge for SEQ
SISEQ ’s input:
(p, q, g)k , h, (g a , g b , g c ),
m̂j = logg (mj ) for mj where resSEQ (mj ) = N
SISEQ ’s output: VSISEQ (m̄)

resSEQ (m̄),

73
m1 , . . . , mK ,

1. Compute a set of key and key-shares by running the simulator for the
joint-key sharing protocol. It gives SISEQ access to x1 , . . . , xn , the private
key x and it outputs y, y1 , . . . , yn .
2. For each mj such that resSEQ (mj ) = N compute a random triple
(g aj , g bj , g cj ) of the same sort as the input triple.
3. For each mj such that resSEQ (mj ) = N compute an encryption (j , ϕj )
of mj , by letting ϕj = g aj and j = g m̂j (g aj )x .
For each mj such that resSEQ (mj ) = E compute an encryption (j , ϕj )
of mj by selecting Rj ∈R Zq and letting j = mj y Rj and ϕj = g Rj .
4. For j = 1, . . . , K, if resSEQ (mj ) = E run PETj .
resSEQ (mj ) = N run the following steps:

Otherwise, if

For players Pi ∈ H\Pn run PETj . To produce player Pn ’s output
do the following:
(a) Select rj,n ∈R Zq . Let Cj,n = g bj hrj,n .
(b) Let j,n = (g bj )m̂j (g cj )x , and run SIM,n . If SIM,n ’s output
contains ERR, let resSISEQ (mj ) = ERR.
(c) Let ϕj,n = g j,c and run SIMϕ,n . If SIMϕ,n ’s output contains
ERR, let resSISEQ (mj ) = ERR.
(d) Run round 4 and 5 as described in PET. SISEQ has the private
shares of all players and can compute βj,i for all honest players
and run BETA.
If resSISEQ (mj ) 6= resSEQ (mj ) rerun the j:th execution of this protocol.
Let VSISEQ (m̄) = inK (m̄), resSISEQ (m̄), {Cj,i , j,i , ϕj,i , βj,i : 1 ≤ i ≤ n, 1 ≤ j ≤
K}, and the adversarial views of the sub-protocols and their simulators.
Figure 6.7. The protocol for SISEQ interacting with A
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Proof. When (g a , g b , g c ) ∈ ∆DDH , all variables in SISEQ are distributed as they
are in SEQ. The difference between the probability distribution of the adversarial
view SEQ and the probability distribution of the output of SISEQ lies in the proofs
of correctness of the values j,i and ϕj,i . For those j where resSEQ (mj ) = N ,
SISEQ must run SIM,n and SIMϕ,n to simulate these proofs for player Pn . From
lemmas 4.10 and 4.5 we have that the output from these sub-protocol simulators
is statistically indistinguishable from the output of their real executions. Therefore
the probability distribution of the whole adversarial view of SISEQ is statistically
indistinguishable from that of the adversarial view of SEQ.
0
Lemma 6.15. The probability distribution DSI
(m̄) is computationally indistinSEQ
guishable from DSISEQ (m̄) under the non-uniform decisional Diffie-Hellman assumption and in the presence of a static adversary A of size ≤ t.

Proof. The only difference between the two distributions lies in the input triple
0
(m̄) is computationally distinguishable from
(g a , g b , g c ). If we assume that DSI
SEQ
DSISEQ (m̄), then there exists a polynomial Turing Machine M that can distinguish
between the two probability distributions. We can use M and SISEQ as subroutines
to solve the non-uniform DDH-assumption efficiently. On this basis, we state that
c
0
(m̄) ≈ DSISEQ (m̄).
DSI
SEQ
Lemma 6.16. SISEQ terminates in time polynomial in k.
Proof. SISEQ ’s algorithm contains no loops and no individual step is more than
polynomial in k. Consequently one run through the algorithm runs in polynomial
time. We will restart at most a polynomial number of times, since SISEQ is used with
such A and mj producing resSEQ (mj ) that occurs with non-negligible probability.
s

Lemma 6.17. DSISEQ (m̄) ≈ DSSEQ (m̄)
Proof. The main step in showing statistical indistinguishability between DSISEQ and
DSSEQ lies in getting ϕj,n random and independent of all other values, for those j
where resSEQ (mj ) = N .
In subsequent executions the adversary may base his choices and outputs on
outputs from previous runs, i.e., in the j:th run of SISEQ , the adversarial output
may depend on ranH and (g a1 , g b1 , g c1 ), . . . , (g aj−1 , g bj−1 , g cj−1 ).
Qn−1 (S )
(SI
)
(S
)
The value ϕj,nSEQ is computed as g cj , whereas ϕj,nSEQ = g sj / i=1 ϕj,iSEQ where
the corrupt players’ ϕj,i values are computed from values for zj,i extracted in the
(SI
)
preceding step. In SISEQ it is clear that ϕj,nSEQ is random and independent as
long as the triples are random and independent. In SSEQ the adversarial output
ϕj,1 , . . . , ϕj,t may depend on previous executions. But, since the value g sj is random
(S
)
and independent ϕj,nSEQ is likewise.
For those 1 ≤ j ≤ K where resSEQ (mj ) = E the simulator SSEQ runs the
algorithm of SPET on input E. In each such round the adversary may base his

6.6. Completeness, Soundness, and Zero-Knowledge for SEQ

75

input and output on the information obtained from rounds 1, . . . , j − 1 of SSEQ .
This information is statistically indistinguishable from the information that the
adversary has access to in a real run of SEQ. Therefore if SSEQ and SISEQ produce
outputs that are statistically indistinguishable when run on the same input, which
they do by Lemma 6.4, then running them on statistically indistinguishable inputs
can not change this.
Differences between the entire outputs of SISEQ and SSEQ lie in running SIMϕ,n
in place of PHI and SIMβ in place of BETA. By Lemma 4.5 the outputs of the two
simulators are statistically indistinguishable in distribution.
We conclude this by saying that we can compare up to a polynomial number
message pairs using the same public and private key pair without leaking any information about the private key. This property can be used as a base for something
useful, such as an electronic auction.
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Chapter 7

PET Auctions
The Internet has given us a unique possibility of remote participation in, for example, electronic auctions. There is no longer a need to be present in person.
Unfortunately, with remote participation we get reduced ability of surveillance and
control of what is happening. Suppose you find a sealed bid auction for a Picasso
painting, where all bids are submitted in private to an auctioneer. After lots of
thought you determine to participate and submit a bid for the painting. But you
have good reasons to feel concerned about the auction. Can you trust the result of
the auction? How do you know that the information you submit (of how you value
the painting) will not be misused in future pricing? Do the sellers actually have
the painting and will they send it to you if you win?
In this chapter we present a protocol for an electronic auction which addresses
some of these concerns. We discuss only the aspects that are connected with bid
information. We do not discuss the parts connected with the handling of goods.
Our auction system consists of three interacting entities: the auction service –
a group of independent servers who compute the auction, a seller – the party with
an item to sell, and bidders – the players who are interested in buying the item.
Auctions can roughly be divided into two groups: open cry auctions and sealed
bid auctions. Open cry auctions are the auctions we are used to seeing, with bidders
crying out their bids for all to hear (or see). In terms of revealing information, the
open cry auction reveals all available information, whereas sealed bid auctions hide
the bid to at least all the other participants. We focus on sealed bid auctions and
limit them to be single sealed bid auctions - letting players submit a bid at a single
occasion.
Ideally an auction protocol should not reveal any information at all, other than
the winner and the winning bid. At the same time bidders and other observers
should be able to verify the correctness of the whole process. Moreover, we require
the protocol to be efficient even for a larger number of players.
The protocol we present is for a single sealed bid auction and uses sequential
execution of PET, the SEQ protocol to determine the outcome of the auction. It
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is the order in which we compare the messages which gives us an auction protocol.
We implement a fully secure highest-bid auction hiding all bids but the highest,
and a Vickery auction, i.e., a second price auction, revealing the winner and the
two highest bids.

7.1

Related Work

The auction problem is a well studied problem. It is in fact a special case of secure
multi-party computation. A general solution for secure multi-party computation
was presented by [GMW87]. This solution is based on circuits, and has a polynomial
running time, but because of its generality it is impractical for real use. The
efficiency requirement rules out general multi-party computational schemes.
All existing solutions specially designed for electronic auctions focus on reducing
the power of the auctioneer.
One solution working with a single auctioneer is that of Baudron and Stern
[BS01]. This auctioneer is assumed semi-trusted in the sense that he follows the
protocol but registers all internal data and published data. Bids are compared
using a specific circuit for this auction which is evaluated by the auctioneer. This
solution is private in the sense that as long as the auctioneer does not collude
with any bidders then he learns nothing about the bids. Unfortunately it is not
verifiably correct. Bidders can not check that the circuit is correctly evaluated.
The auctioneer must therefore be trusted. On the other hand bidders prove in
zero-knowledge that they know the contents of their bids.
To reduce the trust put into the auctioneer, a second party may be added. In
[Cac99] the electronic auction has two semi-trusted servers. The protocol is not
fully private since one of the servers gets information about the partial order of
bids. The other server and the players remain entirely oblivious of the bids. If the
two servers collude then they can determine the bids.
Abe and Suzuki add a trusted authority holding the private key for the auction
in [AS02]. This prevents the auctioneer from decrypting the bids. Their protocol is
based on mix-servers, and also the trusted party decrypts bid. No formal definition
of the security of a mix network has been given. Consequently there are no proofs of
security. We refer to [Wik02] for further discussion. The protocol is private in the
sense that the auctioneer does not get any information about the bids, but instead
it involves a trusted party which always gets all information. Also, the protocol is
definitely not zero-knowledge.
Yet another solution involving two parties was proposed by [NPS99]. In addition to the auctioneer, they introduce an authorized auction issuer who guarantees
security. The auction is computed by a circuit which is coded by the authorized
auction issuer. The evaluation of the circuit is based on proxy oblivious transfer and
aims to ensure security as long as at least one player is honest. The system has a
security flaw such that one of the two auction servers can cheat and consequently to
modify bids arbitrarily without it being detected. In [JS02] they present a solution
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to the problem, which they call verifiable proxy oblivious transfer. Using verifiable
proxy oblivious transfer, the protocol becomes unmalleable. The protocol is private
and conveys no information other than the winning bid. It is secure as long as the
auctioneer and the auction issuer do not collude. Several other solutions reducing
the power of the auctioneer by adding an additional entity have been suggested,
such as [BN00, Kik01].
By spreading the auctioneers’ functionality among a set of servers, we reduce
the amount of trust we must put in each server. In this way we eliminate the need
of an extra trusted party. It has been argued by [NPS99] that this is not a realistic
scenario, and using some sort of trust is better. We prefer to focus on security, and
therefore look at a distributed setting.
One of the earliest suggestions for a secure electronic auction is [FR95]. This
solution uses a set of auction servers to run the auction. Unfortunately the paper
only focuses on avoiding disclosure of the bids before the bidding is over, after which
all information about the bids is disclosed.
A solution, using a set of auction servers, which is more focused on not disclosing
bids is [JJ00]. The main component is a circuit consisting of binary gates. Each gate
is evaluated by running a mix and the PET protocol. The auction protocol is private
under the condition that mix-networks do not reveal or leak any information, now
that we have shown that neither PET nor SEQ disclose information.
Another solution using both a set of auction servers and a circuit based solution
is [KO02]. They note that in all circuit solutions, the communication and computational complexity relies mainly on the size of the circuit. Therefore the main focus of
the paper is to reduce the number of gates needed. The technique used to evaluate
the circuit is similar to that of [JJ00]. Other solutions that distribute the functionality of the auctioneer on a set of auction servers are [HTK99, KHT98, SM00].
Very few of the above mentioned papers have formal proofs of security, which
has been our focus when designing the PET auction.

7.2

The PET Auction Setting

The auction system shown in Figure 7.1 involves the three kinds of participants, the
auction service, the seller and the bidders. All participants are modeled as Turing
Machines and run in time polynomial in the security parameter k (see section 3).
The Auction Service:
The auction service is the entity that runs the auction. It advertises the
auction, precomputes necessary values such as distributed keys, collects bids
and computes the winner and the winning price.
The system consists of n servers, to which we refer as auction servers or
simply as servers. We assume that a majority of the servers are honest and
independent. This distributes the trust. The servers communicate with each
other via a bulletin board (see section 3.1).
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All decisions that need consensus among the servers are resolved by voting.
The servers post a message if they accept. When ≥ t servers have voted for
acceptance, then a decision is accepted.
Seller:
The seller is the party who wants to sell an item, the Thing. For this purpose
he contacts an auction service in order to run an electronic auction for the
item. We focus on the simple case when one seller has one item to sell, but
also discuss the case when the seller has several identical items to sell.
Bidders:
The bidders are the parties interested in buying the Thing. Bidders value the
Thing and submit their bids to the auction system. The seller can be one of
the bidders.
Each bidder has an identity bIDi . We assume that it is issued by, for example,
a central authority,
Bidders communicate, i.e., submit bids, with the auction service via the servers
bulletin board. Each message is published together with the identity of the bidder
or the auction server.

7.3

The PET Auction Protocol

An electronic auction is executed in three phases: the setup phase, the bidding phase
and the computing phase.
The setup phase starts when the auction servers accept an auction assignment. Each auction the servers accept gets a unique auction identification number,
auctionID. This number consists of the sequence number of the auction and the
current date. The auction service publishes the description of Thing together with
the auctionID on the bulletin board.
The auction servers jointly compute a discrete-log instance (p, q, g)k and a random generator h, a public key y, public key-shares (y1 , . . . , yn ) and private keyshares (x1 , . . . , xn ) using the bulletin board to communicate among each other.
The process of computing these values reveals (p, q, g)k , h, y and (y1 , . . . , yn ). The
protocols to compute these values are such that all observers can verify the values’
correctness. For the protocols themselves we refer to [Jar01].
The auction service also determines a value of T2 , which is the length of the
bidding time. This value may as well be a fixed parameter for the auction service.
When these values are computed and published the seller submits a price list of
acceptable prices. We denote this price list A = {a1 , a2 , . . . , am }, where ai < ai+1 .
The length of the price list, m, needs to be such that the probability is small that
we get a collision in the winning bid. If the price list is a list of reasonable prices,
we believe that in practice, if we use a list which is cn in length, where c is some
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constant > 1, the probability that we have a collision in the highest bid is small. If
the auction service accepts the price-list, it publishes it.
By now all information necessary for the auction is computed and published
and the servers start the bidding phase by publishing a ST ART message.
Bidders can now publish their bids. A bid must be on the following form in
order to be considered: Bi = (E(bi ), bIDi , auctionID, Sigi ). The value bi is the
value the bidder with identity bIDi is willing to pay and E(bi ) is the encryption
of bi under key y. The auctionID is attached to bids to make sure that they are
submitted to the correct auction, and to make sure that no old bids are reused.
The value Sigi is bidder i’s signature on the encrypted bid, the encrypted identity,
and the auction identification number. The public key used to verify the signature
is assumed known.
After time T2 has elapsed, the auction servers publish an EN D message to mark
the end of the bidding. Bids published after the EN D message are not considered.
This concludes the bidding phase, and is starts the computing phase, which
starts with the servers jointly constructing a list of bids they consider correct. This
can be done as follows: Each server verifies the signatures on the received bids,
removes the incorrect bids. A random server publishes its list of bids it considers
accepted. Removal or addition to this list is performed by voting. Call this list
B = B1 , . . . , Bn .
In the computational phase the auction servers want to compare the submitted
bids with the possible bids, i.e., they want to compare a value ai with E(bj ). We
can write E(bj ) = (γj , δj ) since E(bj ) is an ElGamal encryption. We also have that
E(bj /ai ) = (γj /ai , δj ), which is the input to one round of SEQ. Each server can,
entirely on its own, compute the list of comparisons:
E(b1 /am ), . . . , E(bn /am ) , E(b1 /am−1 ), . . . , E(bn /am−1 ), . . .
. . . , E(b1 /a1 ), . . . , E(bn /a1 ).

(7.1)

Using this list, the auction service can now compute the outcome of the auction
by running the SEQ protocol with the list of comparisons as main input. The idea
is to compare each price with each bid, until a match is found. The details how
to compute the winner and the winning bid depend on which kind of auction we
intend to run.

7.3.1

Highest Price Auction

A highest price auction is an auction where the bidder with the highest bid wins
the auction, paying the price he bid.
To run a highest price auction the servers run the SEQ protocol on the list
of comparisons. Each comparison is input to the PET protocol which determines
whether a bid is equal to a given price ai or not. By starting with the highest
price and comparing all bids with this price the servers can jointly determine if any
bidder bid the highest price. If no match is found the servers descend to the second
highest price and repeat the procedure. This continues until an equality is found,
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Input to the auction service: the security parameter k
- The setup phase:
1. The seller submits an auction request and a description of the Thing
2. The auction service votes for acceptance.
If the auction service accepts the assignment, it publishes the description of the Thing on the bulletin board together with the
auctionID.
3. The auction service jointly computes a discrete-log instance
(p, q, g)k , a random generator h, a public key y, the length of the
auction T2 , and public and private key-shares y1 , . . . , yn , x1 , . . . , xn .
4. The seller submits a list of acceptable prices A = {a1 , a2 , . . . , am }
to the auction service. These are also published.
5. The auction service votes for starting the bidding phase. If there is
consensus they publish a ST ART message.
- The bidding phase:
1. Each
bidder
submits
an
(E(bi ), bIDi , auctionID, Sigi).

encrypted

bid

Bi

=

2. After time T2 the auction service votes for ending the bidding phase.
If there is consensus they publish an EN D message.
- The computing phase:
1. The auction service checks the correctness of bids and builds a list
B of accepted bids.
2. The auction service builds a comparison list of encryptions, E(b1 , /am ), . . . , E(bn , /am ), E(b1 , /am−1 ), . . . , E(bn , /am−1 ),
. . . , E(b1 , /a1 ), . . . , E(bn , /a1 ).
3. The auction service run the sequential PET protocol, i.e., the SEQ
protocol, to compute the winner and the winning bid.
Figure 7.1. The PET auction protocol
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after which the procedure is stopped. The value ai at which we got the equality
indicates the highest bid and is the selling price.

7.3.2

Vickery Auction

A Vickery auction, or a second price auction as it is occasionally called, is an auction
where the bidder with the highest bid wins the auction, but pays the price of the
second highest bid. Using this strategy, it does not pay to speculate in how others
value the Thing.
To run a Vickery auction, the servers run the SEQ protocol until they find the
second equality. This gives the second highest bid, which is the winning price. By
jointly decrypting the identity of the highest bidder, the servers find the identity of
the winner.
Ideally in a Vickery auction the bidding price of the winner is not revealed. Unfortunately, using our simple algorithm the value of the highest bid is also revealed
as well as the identity of the bidder bidding the second highest price.

7.3.3

Selling Many Items

The problem of how to auction several items is an economic strategic problem and is
a wide area of research. We therefore present the following observations, but refrain
from any further discussion. The observations are made under the assumption that
the seller has r identical Things to sell.
We can easily implement a highest bid r-auction and a r:th-price Vickery auction
using the SEQ-search.
The highest bid r-auction simply find the r highest bids and the identities of
these bidders, who pay the price they bid. This again reveals only such information
we wish to reveal.
The r:th-price Vickery auction is as follows. By running the SEQ-search until
r + 1 equalities have been found we have a list of r + 1 prices and r + 1 encrypted
identities. We assign price r + 1 to bidder i. The identity of the bidder submitting
the r+1:st highest price is never decrypted, and thus never revealed. As in a normal
Vickery auction, this protocol reveals the highest bid apart from the information
we want it to reveal, i.e., the identities of the winners and their winning prices.

7.3.4

Resolving Ties

Resolving ties in single sealed bid auctions may be a problem. Establishing and
publishing the fact that there is a tie already reveals more information than is
revealed in the ideal case.
Using the PET auction we are able to resolve ties by ignoring them, possibly
by evaluating bids in order of submission. The earlier a bidder submits a bid, the
bigger chance he has to win if there is a tie. The auction service and all observers,
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except the bidder placing the tying bid, are unaware of the fact that there was a
tie.

7.4

Analysis of a PET Auction

Below, we discuss the security and take a look at the computational and the time
complexity of a PET auction.

7.4.1

The Fairness of a PET Auction

During the bidding phase the bidders submit their bids. The auction service does
not start computing until the bidding phase is over, and the bidders can not place
any more bids. The bids in themselves are randomly encrypted using ElGamal.
Given that all participants are polynomial in the security parameter, they get no
information about the bids from the encryptions, assuming that ElGamal is semantically secure.
However, the ElGamal encryption scheme is malleable. This implies that given
an ElGamal encryption, a bidder can produce a new random encryption of the same
plain-text as the given encryption or a function of it. This allows a bidder to place
the same bid as some other bidder (or a function of that bid).
This is not a desirable feature. Depending on the structure of the price-list, this
may be a very bad feature. If, for example, each price is a constant factor times the
previous, it is easy to bid higher than some given bid. With a carefully designed
price-list and by evaluating bids in order of submission we can avoid this kind of
attack.
Another solution is to force each player to perform a zero-knowledge proof of
knowledge of the blinding factor in the encryption of his or her bid, i.e., proving
the “knowledge” of ri of g ri , from E(bi ) = (bi y ri , g ri ). This indirectly asserts
that the bidder knows the encrypted bid. This proof is very similar to the DLOG
proof of knowledge, with the difference that there, the players also prove that two
exponents are the same. Another difference is that the validity of the proof is
determined by the auction servers. The proof is presented in Figure 7.2. For proofs
of completeness, soundness and zero-knowledge we refer to those for the DLOG
protocol.
We also want to point out that it is possible to place bids for prices not in the
price list. These bids are considered in the algorithm, but stand only a negligible
a chance of being a winning bid, without it actually being so. This is the same
chance any bid has of falsely being considered equal to the comparison value. For
this probability we refer to the proof of Lemma 6.2, the completeness of PET.

7.4. Analysis of a PET Auction
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Public input: (p, q, g)k , bi y ri , g ri
Each bidder does the following:
1. Selects si ∈R Zq and computes
Si = g si .
2. Selects and publishes ai ∈R {0, 1}k .
3.

• Selects di ∈ {0, 1}k .
• Computes vi = O(di a1 . . . an Si g ri i).
• Computes wi = si + ri vi .
• Publishes wi and di .

The validity is checked by the auction servers by checking the following equation:
g wi = Si (g ri )vi .

(7.2)
Figure 7.2. The BID proof of knowledge

7.4.2

The Security of a PET Auction

Each run of PET in SEQ, i.e., each comparison, reveals whether the two messages
that are being compared are equal or not. In the case of PET auctions we compare
the encrypted prices from the price list, E(ai ) with an encryption of each bid E(bi ).
The bids are never compared with each other. Since the servers compare the bids
with the (known) prices from the price list in descending order they get some
information about the bids, it gives the bids an upper bound. This information is
revealed independent of how the auction is computed. Otherwise, the servers learn
nothing about the bids. This is formalized in Lemma 6.13 showing zero-knowledge
for the SEQ protocol. This is the only place where computation on the bids is
performed.
Each bid is only compared with the prices from the price list. If a server by
chance knows a bid, it learns nothing from a comparison where the bid is involved.
This implies that collaboration between a set of corrupt servers and a bidder does
not give any information about the bids of other players.

Chapter 7. PET Auctions
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7.4.3

The Complexity of a PET Auction

The algorithms in a PET auction consist of a constant number of synchronized
rounds, where the start of each round requires that all servers terminated the previous round. Part of these rounds contain calls to sub-protocols, having a constant
number of synchronized rounds each. To estimate the time complexity of a PET
auction, we look at the three phases of the auction separately.
- In the setup phase, only the auction servers perform computation. The most
expensive computation is the joint encryption of all m messages, which runs
in time O(nm). The other algorithms all run in time O(n).
- The bidding phase involves both the servers and the bidders. The bidders
only submit bids whereas the servers perform one voting, running in time
O(n).
- In the computing phase only the n auction servers are involved. This phase
starts with producing a list of accepted bids. They run the SEQ protocol
to find the winner and the winning bid. The worst case of a PET auction is
when all bidders bid the lowest possible price, a1 . To find the first equality the
servers must perform M (m−1) comparisons. They therefore perform O(M m)
runs of PET. PET runs in time O(n) giving a running time of O(M mn).
In all we conclude that an execution of a PET auction has a total running time of
O(M mn).
Each run of PET each server is required to perform a constant number of exponentiations. In all, running an auction implemented by SEQ-search, each server
performs O(M mn) exponentiations.

Chapter 8

Conclusions
The main focus of this thesis was to construct provably secure protocols, and to
provide proofs of completeness, soundness, and zero-knowledge for these protocols.
The proofs of zero-knowledge turned out to be the difficult part. In theory,
the notion of zero-knowledge is simple. All zero-knowledge proofs are based on
constructing a simulator that uses public and adversarial input to produce an output
with a probability distribution indistinguishable from the probability distribution
of the output of a real run of the protocol. But, actually constructing the protocol
and the simulator giving the necessary probability distributions is a non-trivial and
tiresome task. The main obstacle is showing the indistinguishability of probability
distributions. We solved this by defining additional simulators whose outputs define
probability distributions lying between the two mentioned above. In this manner,
we were able to construct a chain of indistinguishable probability distributions,
which gave us the desired result: showing indistinguishability of the two probability
distributions we started with.
To be able to construct the proof of soundness and the proof of zero-knowledge
for a protocol, we needed to tweak and adjust the protocol to fit the needs of the
two different proofs. The main obstacle was in changing the protocol to fit one of
the proofs without destroying the other.
We succeeded in constructing proofs for completeness, soundness, and zeroknowledge for plain-text comparisons. We did not introduce any new techniques in
protocol design, but instead combined known methods to build new protocols. All
of the protocols we present build on manipulating cipher-texts. More specifically, we
used the multiplicative homomorphic property of the ElGamal encryption scheme.
We also used the trick of blinding information to avoid disclosing information when
decrypting messages, in such a way that the relevant piece of information is not
destroyed.
The protocols with their corresponding proofs can be used to develop similar
protocols with proofs, such as [MZSR03]. Even though the proofs must be constructed from scratch, the proofs presented in this thesis give an idea of how to
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construct new proofs.
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